AHMOZIA YNHPEZIA ANAZXOAHZHZ (A.YN.A.)
A’ TENIKH AIEYOYNZH ENAITEAMATIKHZ EKNAIAEYZHZ
KAI KATAPTIZHZ

AIEYOYNZH NMPOrPAMMATQN, MEOOAQN
AIAAZKANIAZ & AIAZYNAEZHZ (A2)

TPAMNEZA OEMATQN

Ewdikotnta: YriaAAnAoc Yrtootnpléng
Yuotnuatwyv KuBepvoaoddaAeLog

Kwdikac: 306

EMNA.2 MAOHTEIAZ A.YI.A.

Huepounvia Zovtaéng
AekéuPprog 2023



Tuyypadn Tpanelag Ospdtwyv otnv Eldikotnta:
«YnaAAnAog YrnootnpEng ZUoTNUATWY

KuBepvoaodaleiagn»

Zuyypadiki opada

Mapivog Zaykotong

ZUpuBoulog pebodoloyiag avantuéng
EKTIOLOEVUTLKOU EyXELPLSioU
&

tpanclag Ospatwy

Evotpdrtiog Ztullavidng

To meplexopevo tng Tpamelag Ospdatwy ¢ dikotntag Stapopdwbnke pe Baon
pneBodoloyikeg mpodlaypadEg Kal EL6IKA MPOTUTIA UE OKOTO TNV TILOTOMOLNOoN TwV
HOONTWV Kal pabntplwy Twv EmayyeApotikwy IXoAwv tng A.YMN.A.



Neplexopeva

TTDOAOYOG .. teeeutetetteeteeetteette e s tte e teeesuteesaeeessae e seeessteesseessseaseeeasseansseessseaasseessseaasseesnseaassaessteesnseesnseesnsenans 4
ELOOIVUIYI] ¢ euteeeteeeteeeteeeiteeeeteeeetteeeteeesaveeeaeeesaaeeasseessaaeasseesssaeasseessseesssessseaasseesssaeasseesasaesnseesasaesasesssansnsensns 6
OEMATA EZETAZEQN NIZTONOIHZHE ENATTEAMATIKQN ZXOAQN (EMAZ) - A.YN.A “YrtadAAnAog
YnootpEng ZUOTNUATWY KUBEPVOAOPAAELOG” .......cocveierieeiieeieecieeesee et e eeeeste e eaee et e e saaeesbaeenaeeeees 7
O O =Y U1 (e I 17, Ve Lle [T T O OO RO RTORURRRPRRO 7
2. AldpKelo TOU OewpPNTIKOU KOL TOU MPAKTIKOU HEPOUG TWV EEETACEWY .uveevvriereeerreeireerreeniveeenees 7
3. OEWPNTLKO HUEPOG — MPOATITEG ECETOOELG . veevrrerureerireeereerreeereesreesseesseesseessseeasseesseeanseesssessssessnses 7
3.1 EPWTAOELG TLIOANOTIANG ETULAOYI G e uvereureeeureeeteesreeesseeesseeessseessesasssesssssessseessssesssssssssesssssssesesssesnsses 8
3.2 ATTOVTAOELG EPWTACEWY TIOANATIANG ETUAOYNG cevveeeereerereeereesreeeteeeteeeseesreeesseesreeessesssesensesenses 29
3.3 EPWTAOELG OWOTOU — ABBOUG ..euveeiriiciiecieeetee et e eteeseteesteesateesaeesabaesbeesabaeebeesabaeensessnresensesenses 32
3.4 ATIOVTHOELG EPWTNCEWY CWOTOU — ABBOUG ..c.eeiiieiiiiieii ettt ettt sae et et eaeesaeesaeens 41
3.5 EPWTAOELG QVTLOTOULONG cuvreeureeenreeeereeeireeereeesseesteseseesressseesssesssesssesessesssesensessssessssessssesensessnses 43
3.6 ATIOVTHOELG EPWTHOEWY QAVTLOTOIXLONG veerereeenreerereeeireesireeeiseesiteeesseesseeesseesssesesseesasesessessssesensessnses 51
4. TIPOKTIKO MEDPOG TWV EEETAOEWV ...veeuvieurienteeuiesitesitesieesteesteetesatesseesseesteensesnsesasesseesaeesseensesnsesssessaesseens 52
4.1 EpWTNOELG TIOANOTTAIIG ETILAOYIIG . vveevreetreeiureeetreestreeetreesreessseesreessseesseessseesseessessseessessaseessessns 53
4.2 AMAVTAOELG EPWTHOEWY TIOANOTTANG ETIAOYIIG veeeuvveerreesireeerreesreeetreesreesseesreesseesseessseesseessseesns 61
4.3 EPWTNOELG OWOTOU — AABOUG ...eveiieiietieie et ettt et e it e e entesatesatesaeesaeesaeentesntesaeesseenbeenbesnsesasesanas 62
4.4 ATIQVTNOELG EPWTNOEWY CWOTOU — ABABOUG ...eetiiiiiieiienieeieeiieetesite st sae et et saee e et esbeebeeaesaeas 64
4.5 EPWTIOELG OVTLOTOLXLONG 1euvreevreeerreerureeerreesveeesseesseeasseesssessseesssessseesseessseesossessesssseesssesssseesssessns 65
4.6 ATIQVTIOELG EPWTNOEWVY OVTLOTOLXLONIG +eenveenrernrerurerueenieentessessesseesseesueesseensesnsesseesseasseesesssesnsesnns 69
BIBAIOTPADIA ...ttt ettt ettt e ettt e e e sttt e e ettt e e s aate e e s baeeeansteee e aseaeesasaeeeessbaeesansseeesnsseeeesnsaeesansseeesnssees 70
BLBALOYPOPLKEG AVOPOPEC OXETIKEG UE TNV ELOLKOTNTA .uvveeenrrrreeeirieeeeitreeeeisreeeerreeeessseeesssseeaesseeseanns 70
BiBALoypadkeg avadopeg oXeTIKEC pe TN MeBoboloyia Avantuéng twv Tpanelwv OspdTwy........ 71
IXETIKN) EOVIKA) NOLOBEGLO ..veuvvieiieeiieeiiie ettt ste ettt e stte e tteestteesaee e sateesaaeesaseessseesaseesaseesnseesnsessnsaesnsensns 71



MpoAoyog

H Tpamela Ogpdtwv g 8KOTNTAG «YTMAAANAOG Ymoothpleng Zuotnuatwy
KuBepvoaodalelag» elval €pyo to omoio amoteAel pia oAokAnpwpévn mapépBaon
yla tn BeAtiwon kat evioxuon tou Beopou Twv EmayyeApatikwy ZxoAwv A.YMN.A o€ pla
Teplod0 KaTA TNV Omola, MEPLOCOTEPO Ao MOTE, TO altnua TnG SlacuVEEOTC ToU UE
TNV ayopd £pyaciog €ival EMITAKTIKO KAl EMIKOLPO. TO CUYKEKPLUEVO EPYO QTIOTEAEL
plo ouoTnUATIKA TPOOTABEI QAVILMETWIIIONG XPOVIWV aduvaplwv Ttou Tediou,
avaBaduiong tou emmESOU TWV MAPEXOUEVWV YWWOEWV, SEELOTATWV KAL LKOVOTATWVY
Kot PBeAtiwong twv HoONCLOKWY ONMOTEAECUATWY TIOU OTOPPEOUV QMO TNV
ETIAYYEALATIKI EKTIALOEVON OE CUYKEKPLUEVEC ELOIKOTNTEG.

El8ikotepa, oto mAaiolo Tou €pyou:

Avantoxonkav:
» Emwoatponotnpévol «odnyot Kataptiong»

» Juvaodeic tpamneleg Bepdtwy yla Kabe eldkoTNTA.

» To oUvoAo TwV Mopanavw otnpixbnke os éva eviaio peBodoloyikd mAaiolo,
HEOW TOU omoiou emidlwxOnke n oUVOEON TNG KOWWVIKNG EUMELPLAG TNG
Epyaoiog, TNg ekmaideuong KaL TNE mMLoTonoinong tng, AapBavovtag untoyn to
Loxvov Beouko maiolo .

» TENOC, UE yVWHOVA TNV €vioxuon tng OeTIKNAG €MeVEPYELOG TOU €pPyou O€
Beoukd emimedo avamtuxdnke, pa pebodoloyila €UEAIKTNG  TOKTLKNAG
TEPLOSIKAG ETIOVEEETOONG KOL ETUKOLPOTIOINONG TWV TIEPLEXOMEVWVY TWV
Oénywv Kataptiong, twv Eyxeptdiwv kat twv Tpamnelwv Bepdtwy, £€T0L WOTE
auTa va Bpiokovtal - Katd To SuVATOV - € AVTLOTOLYLO UE TOL VEQ TEXVOAOYLKA,
OpYyOVWOLOKA, €pyaclakd, TePBAAAOVIIKA, KOLWWVIKA KOl OLKOVOULKA
Sebopéva Kal TIG AVAYKEG TNG OyopAg Epyaciag KAl TwV EKTTALOEVUOUEVWV.

Avartuxdnke oto mAaiolo Ttou Nopou 4763/2020 (DEK A’ 254), pe Béua EBviko
JUotnua EmayyeApoatikic Ekmaidevong, Katdptiong kat Awd Biou Mabnong,
evowpatwon otnv eAAnvikny vopoBeaoia tng O6nyiag (EE) 2018/958 tou Eupwmaikol
KowoBouAiou kat tou ZupBoulAiou tng 28n¢ louviou 2018 oOXeTIKA LE TOV €Aeyxo
avaloylkotntag mpwv oo tn O€omion véag VOMOBETIKAG KatoxUpwong Twv
enayyeApudtwy (EE L 173), kOpwon tng Zupdwviag petafd tng KuPBépvnong tng
EAANVIKAG Anpokpatiag kot tng KuBEpvnong tng Opoomovalakng AnUoKPATIOG TG
Feppaviag yla to EAAnvoyeppoviko 16pupa NeoAaiog kat dAAeg Statatels. KepaAato
Z' Obényol Katdaptiong kat Motomoinong Amodoitwv, ApBpo 42 Miotomoinon
anodoitwv edadio 2 kat to apbpo 2 tou diou .

Amnotedel  £€va Xpnoluo epyoAsio ylwa TNV TposTolpocia Twv evdladePoUEVWY
anodoitwv twv ENA.Z Mabnteiag tng A.YM.A. TnNC CUYKEKPLUEVNG ELOIKOTNTOG OTLC
e€etdoelg motonoinong t¢ EkmaldeutikAg toug EMApKeELAg, OTOU OL EMITUXOVTEG
AapBavouv Mrtuxio EmayyeApatikng Eknaidevong kat Katdptiong ermunédou tpla (3),
gyypacdovtal O0T0 UNTPWO TILOTOTOLNHEVWY TIPOCWNWV TNG Tep.l’ NG map.1l tou
apBpou 21 tou v.4115/2013 (A’24),tou tnpeitat otov E.O.M.M.E.M. Kal armoktouv TV
avtiotolyn Adela 0OKNOEWG EMAYYEALATOG, TIOU TIPOPBAETIETAL VIO TO CUYKEKPLUEVO

4
SYNTAKTPIA BAABH AESTIOINA-A/NSH A2



eninedo MpooovIwy Kal divetal n SuvatotNTo OTOUC TILOTOTMOLNUEVOUG aOdOLTOUG
Twv ENA.Z. MaBnteiag A.Y.MN.A. va eyypadovtal otn B’ ta€n twv EMA.A., o avtiotolyo
LE TNV ELOLKOTNTA TOUG TOUEQ .

To €pyo auto cUUPBAMAEL:

a) otn SlachAALon TNG MOLOTNTAC TWV SLASIKACLWVY ETIKUPWONG TWV OMOTEAECUATWY
HABNoNG OV ATIOKTWVTAL LECW TWV TPOYPAMUATWY Hdbnong otnv ENA.Z. kol péow
TWV TPOYPAUUATWY LABNONG OTOV €PYAOLOKO XWPO, KATA Ta 0PL{OMEVA OTNV UTIO
otolyela 102791/2021 kowvr andédaon Twv Yrnoupywv Natdeiag kat OpnoKeEUUATWY
kat Epyaciog kat Kowwvikwv YmoBéoswv «Katdption Kavoviopol Asttoupyiog
EnayyeApatikwy ZxoAwv (EMA.Z.) MaBnteiag tou OAEA», umoupyk anddaon (B’
5832.

B) Ztnv evioxuon tng Stadavelag Twv SLASIKACLWY OVAYVWPLONG TWV OVTIOTOLXWV
TIPOCOVTIWY KOlL OTNV OUCLOOTLKA avaBadulon Twv mpocoviwy Twv anodoitwy twv
ENA.Z Mabnteiag tng A.YM.A. oL omoiol Spactnplomolovvtal 1 TPOKELTOL vVa
SdpaoctnplonoinBolv oto ev Aoyw nedio.
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Ewcaywyn

210 mMapoV eyXeLPLSLo eplapBavovtal Ta BEpata e€€Taong Tou BewpnTIKOU Kal ToU
TIPOKTLKOU TUNUATOC TwV e€eTdoswy Miotonoinong Anodoitwv twv EmayyeApuaTikwy
Ixohwv TG A.YM.A Kol ouykeKpLlheéva tnG eldkoTNTAG «YIMAAAnAog Ymoothipléng
Juotnuatwv KuBepvoaodalelag».

AnoteAeital and dUo pépn, Tov Katahoyo OewpnTikn ¢ kateLBuvong kot tov KatdAoyo
MpakTikng KatevBuvong. ZuvtAooetol amo €L6KOUG ETLOTAMOVEG AapBavovtag
umoyn Ta Loyxvovta mpoypappata ormoudwy 1 0dnyolC KATAPTIONG KAl gyKplveTal
and to A.Z. tou E.O.M.N.E.N petd and ewonynon tng K.E.E.N.E.K. kot mepthapBavet
ekatov mevnvra (150) epwtroelg BewpnTikng KateuBUVONG KAELOTOU TUTOU Kall
nievvta (50) EpwTNOELG MPAKTIKAC KATteLOUVONC KAELOTOU TUTIOU.

Ek Tou avwtépw kKataldyou Ospdtwv BewpntikAg KatevBuvong twv efeTdoswv
motonoinong twv anogoitwv EMA.Z. Mabnteiag tng A.YM.A. avtioTolXel oto mevAvta
Tolg eKatd (50%) tng efetaotikng Siadikaociag kot meplhapPadavel tplavra (30)
epwtnoel. O e€etalduevoc analtteital va eTAEEEL TN OWOTNA 1) TIC CWOTEG ATIAVTIOELG
OO TIEPLOPLOUEVO OPLOO TIPOTELVOUEVWV QTTAVTICEWV.

Ex Tou KaTtaAOyou OEUATWY TPAKTIKAG KATELOUVONG TWV EEETACEWY TILOTOMOLNONG
Twv anodoitwv EMA.Z. Mabnteiag tng A.YM.A. avTLOTOLKEL OTO TEVAVTA TOLS EKATO
(50%) tng eetaotikng dadikaoiag kot tepthappavel Séka (10) TPAKTIKEG EPWTHOELG.
O e€etalOuevog amatteital va eTUAEEEL TN OWOTH AIMAVTNON 1) TIC CWOTEC ATIOVTIOELG
Qo TEPLOPLOUEVO OPLOUO TIPOTELVOUEVWY OTTAVINOEWV.

Avarntuxdnke mpokelévou va urtootnpxBet to €pyo tou E.O.M.M.E.MN. Kal Twv Aomwv
OUVTEAEOTWVY TWV £EETACEWV TILOTOTIONONG TwV ATtodoitwyv Twv EmayyeApatikwy Kat
™G A YTLA.

AmeuBUvetal, emiong, otoug/otic HaBnTeg/tple¢ aAd Kal oTtoug/oTic ekmatdeu-
TEG/TPLEC TWV TIPOYPAUUATWY TwV EmayyeApatikwy xoAwv A.YTM.A.

El8ikotepa, n Tpamelo Ospudtwy amoTeAsitoL ano TE0OEPLG EVOTNTEC.

o H Evotnta 1 mapéxel OUVOMTIKA TIC TTANPOWOPIEC TOU apopoUV TO LoXUOV
Jeoutko nmAaioto twv eéetaoswy lMiotonoinong twv EnayyeAuatikwy ZxoAwv
¢ A.YILA.

e H EvOtnTta 2 mapéEyet TIC TANPOWOPIEC TTOU apopouV TN SLAPKELY TG EEETAONC
ToU GewpnTIKOU KOl TOU TIPAKTIKOU TURUATOC TWV EEETACEWV TTLOTOMOINONG.

o H Evotnta 3 sunepiéxel ta Yéuata e€€taonc tov JewpnTikoU TUNUATOC TWV
eéetaoewyv lMiotomoinong Kot TG AnavTnoeLS TOUC.

e H Evotnta 4 neptdauBavel eVSEIKTIKO OEUATOAOYLO KATAOTAOEWV/TTPOBAN UG-
TWV yLo TNV €EETAON TOU TTPAKTIKOU UEPOUC TNG ELOIKOTNTOC.
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OEMATA E=ZETAZEQN MIZTOMNOIHZHZ ENAITEAMATIKQN IXOAQN
(ENAZ) - AYN.A “YrndAAndo¢ Ymootnpwng  Zuotnuatwv
KuBepvoaodaAerag”

1. Osouko mMAaiolo

OL e€etaoelg Miotomnoinong Twv EmayyeApatikwy IxoAwv — A.YM.A, tng €l8KOTNTAG
«YmaAAnAog Yrootrpléng Zuotnuatwy KuBepvoaodalelag» die€dyovtal cUpudwva He
Ta opwopeva otnv um’ oplBu. 1/2024/T.B°/51/K6/02.01.2024 Kown Ymoupyikn
Anodoon pe B€upa: “Yuotnua Mwotomoinong amodoitwv EMA.Z Mabnteiag tng
Anuooiag Ynnpeoiag AnaoxoAnong (A.YMN.A)”. To e€etaotikd cloTnUa KaBwE Kal n
Tpanela Bepdtwy VLIOBETOUV TIG apXEG Tou dleBvoug mpotumou EN ISO/IEC 17024 wg
TIPOG TNV EYKUPOTNTA, TNV OELOTILOTIAL KAL TNV OVTIKELUEVLKOTNTA.

2. Alapkela tou Oswpntikol Kot tou [Mpaktikol HEPOUC TWV
gfeTAoEWV

H Sapkela e€€taong Ttou BewpnTikol KAl TOU TMPAKTIKOU HEPOUG TWV EEETACEWV
Motomoinong twv EmayyeApatikwy IxoAwv A.YM.A, g eldkoOTNTAG «YAAANAOG
Yrnootnpeng Zuotnuatwy KuBepvoaodaielacy kabopilovral and to EKACTOTE LoXUoV
Beopikd/puBuLoTiko MAaioto.

3. OewpnTKO HEPOG — MpamTég e€ETAOELS

H Evotnta 3 mepllappavel ta Bépata e€étaong tou BewpnTikoU TUAUATOSC TWV
e€etdoewv Motomoinong Kal TLG mavVTAoEeLS TOUG.

To oUVOAO TWV EPWTHOEWV TIOU UITOPOUV va aélomotnbolv oTo MAALCLO TWV YPATITWV
e€etdoswv miotomnoinong tng edkoTNTAC «YMAANAOC Ymootnpleng Iuotnuatwyv
KuBepvoaodalelac» eival ekatov revrvta (150) epwtrnoelg BewpnTikAg KatevBuvong
KAELOTOU TUTIOU.

Ek Tou avwtépw Kataldyou Ospdtwv Bewpntikng KateuBuvong twv efeTdoswv
miotonoinong twv anogoitwv EMA.Z. Mabnteiag tng A.YMN.A. avtiotolxel oto mevivta
Tolg €Kkato (50%) tng e€etaotikng Sladikaoiag kat meplappavel tplavra (30)
epwtnoelg. O eetaldpuevog anatteital va eTUAEEEL TN OCWOTA 1) TIG CWOTEG ATIAVTNOELG
QO TOV MEPLOPLOPEVO APLOUO TIPOTELVOUEVWV ATTAVTI|CEWV.

EPQTHZEIZ KAEIZTOY TYNOY

OMAAA A. NMoAAarAn¢ EmAoyng

Avépyovtol o 89 Kol OVTLOTOL(OUV KOTA TPOCEYYLon oto 60% Tou oUVOAOU TwV

EPWTNOEWV.
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OMAAA B. Epwtroslg Zwotol/AdBoug-Nai/Oxt

Avépyovtal o€ 45 Kal OVTLOTOLXOUV KOTA TPOCEYYLoNn oto 25% Tou CuvOAOU TwV

EPWTNOEWV.

OMAAA T. EpwWTACELG QVTLOTOLXLONG
Avépyxovtal o€ 16 Kal QVvTLOTOLXOUV KOTA TPOooEyylon oto 15% Tou cuvolou Twv

EPWTNOEWV.

Ta Bépata avtlouvtal Kol amd TG TPELG OUASEG EPWTNOEWV KOl ETAEYOVTOL ME
NAEKTPOVIKA KAjpwaon Baoesl tou OEK 1/2024/T.B'/51/K6/02.01.2024.

3.1 Epwtnioelg moAAanAng emAoyng

MapatiBetal 0 KATAAOYOC TWV €PWTNOEWV TIOANAMANG ETAOYNG TIOU HMOPOUV va
a&lomotnBouv oTo MAALOLO TWV YPONTWVY EEETACEWV TILOTOMOLNONG TNG ELSLKOTNTOG.

A/A EPQTHSEIS Maelnotal(n /-'\nattou!,tsvoc
Epwrt. Evotnta XPOVOG amavInong

TLelval n AoddAelo NMAnpodopLOKWY TUCTAUATWY
a | H TPOOoTACLO LOVO amo PuOLKoUE KIVEUVoUG
° Aodalela
1 B H e€aoddiion Tng akepaldTNTAG TWV SESOUEVWY MAnpodopiakwy 1 Aento
: JuoTtnudtwy
H mpootaoia ano kwvdlvoug ou adopolv Thv
Y- | mAnpodopia KoL To GUCTAMATA IOV TNV eMetepydlovTat
5. | H g€aoddhion tng dtabeopdtnTog Lovo Twy dedopévwvy
Tu avadépetat otn  dwadwkaocia emPePfaiwong NG
TOUTOTNTAG EVOG XPHOTN o€ £va TIANPodopLaKO CUCTNUA; Acddhela
2 NMAnpodopLakwv 1 Aentto
- - JuoTNUATWY
a. Kowwviki Mnxavikn
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ATE\EG KATA TWV AsSOpEVWY

MwTtomnoinon TautotnTag

XAkepg

Mwc opiletat n Miwotomnoinon Tavtdtntag oto mAaiolo TG
aoddalelag mTAnpodopLOKWY CUCTNUATWY;

H npootaocia twv dedopévwy and avermBupntn npocPaon

H Stadikaoia emaAnBeuong tng auBeviikdTNTAG EVOG
xprotn

H poAndin amnod nAekTpoviko EykAnua

H npootaoia and KakoBouAo AOYLOUKO

Aoddalela
MAnpodoplakwyv
JuoTNUATWY

1 Aentto

Mola amd tTa MOPOKATW oavadEpeTal otn datnpnon g
OKEPALOTNTAC TWV SeSOUEVWY;

HAekTpoVLKO EykAnua

Miotomnoinon TautoTNTAg

Akepalotnta

o< ® | g

Kowwviky Mnxavikn

Aodalela
MAnpodoplakwyv
JuoTnUATWY

1 Aento

NMwg opiletal n Kowwvikr Mnxoavikn;

H avayvwplon twv KvdUvwy amo tov avBpwrto

H xprion Texvikwy yLa Ty andktnon mAnpodoplwyv anod
avBpwrmoug

H autopatn npootacia twv SeSopévwy

H Stadikaoia emaABguong Tng ToOUTOTNTAG

Acddlela
MAnpodoplakwv
JUOTNUATWY

1 Aento

MoLo armo Ta MAPOAKATW LOXVEL YLO TNV EUTILOTEUTIKOTNTA TWV
Sebopévwy;

H Statrpnon tng akepaldtnTog

® |8

H npootaocia anod anwAela Sedopévwy

<

H Staodpdalion otL povo e€ouctodotnpEvol XproTeg £Xouv
npooBaocn

H Slotripnon Tou avaAwoLou Xwpou amobrkeuong

Acddela
MAnpodoplakwyv
JuoTNUATWY

1 Aentto
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Mota sival n oplopog Tou HAektpovikoU EykAnpatog;

H mapadvopun xpron tou Atadiktiou

a. Acdbdela
7 B KdBe mapdvopn Spaoctnpdtnta ou cupPaivel online MAnpodopuariy 1 Aered
. 2U0TNUATWV
v H mapavopn xprion tng texvoloyiag ya tn dampaén
* | gykAnudatwy
5. KaBe mapdavopun dpaoctnplotnta nou cupPaivel offline
Moo amod to MapaAKATW avVadEPETAL OTLG ATEAEC KOTA TWV
Sebopévwy;
q. | Motomoinon Tavtotntag Acdédewa
8 - NMAnpodoplakwv 1 Aentto
B. XaKepg ZUOTNUATWY
Y Acdalelo NMAnpodopLOKWY TUCTNUATWY
5 Akepalotnrta
Mola amod ta mapakAtw avadEpetal otnv datipnon g
SlaBeopotnTog TwV SedouEvwy;
o Akepalotnta Acddhela
9 . - NAnpodoplakwv 1 Aemtto
B. UILOTEVTIKOTN T SUoTNUATY
y. HAektpoviko EykAnua
5. | Awbeoomta
T nephapPavel n Stadikacio tng e€ovolodotnong os éva
TAnpodopLako cUOTNUO;
. ‘EAeyxo TnG KukAodopiag Twv Sedopévwy Aobédewa
10 - - - - NMAnpodoplakwv 1 Aemtto
B. EmaAnBeuon tng tautotnTag EVOG XPNOTN S UOTUETIOV
Y KaBoplopog twv Sikalwudatwy npocBacng
5 Mpootacio and kakdBoulo AoyLlopikd
TLelval n kpumtoypdadnon; Acdéhela
11 MAnpodoplakwv 1 Aento
Juotnudtwy
10
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H Stadikaoio dnuoupylog Kpudpwy LNVUUATWY

o.
B H dtadikaociao avaktnong SeSopévwy
Y H Stadikaoia anootoAng email
5. | H Sladlkaoila ouvtPNoNG UTTOAOYLOTWV
Molog elvat o okomdg TG awbevtikomoinong;
a. | Na gAEyXEL TNV TAXUTNTA TOU SIKTUOU Acdieto
12 ; - ; ; MAnpodoplakwv 1 Aentto
B. Na emBeBalwvel Tnv TAUTOTNTA EVOG XPAOTN SuoTNUATWY
Na anoBnkevel apyeia otov okAnpo dioko
5. | Na kaBapilel LoUG amo To cuoTHUA
TL elval €vag LOG UTIOAOYLOTH;
o ‘Eva mpoypappa mou Bonbd otnv autopatn evnuépwaon
" | tou hoylopkou Acddahela )
13 ‘EVOL TT(POYPOLLLLLOL TTOU TIPOCTATEVEL OTtd TNV KAKOBOUAN MAnpogopuaxiy 1 Aereo
B. AOVLOYLKO ZUOTNUATWY
‘Eva KakOBOoUAO TTPOYPALA TIOU UTTOPEL VO TIPOKOAECEL
V- {NULA o€ évav UTIOAOYLOTH
5 ‘Eva epyalelo yLa TNV €MLOKEUN TOU UTIOAOYLOTH
TLelval éva teiyoc mpootaociag (firewall);
o ‘Eva mpoypappa yLo tn Snpouvpyia avilypadpwv
" | aodoheioc Aoddhiela ' )
14 - - - - - - NMAnpodopLakwy 1 Aento
B. Eva 8iKTuO TToU CUVSEEL UTIOAOYLOTEG O€ OAO TOV KOGLIO SUGTNUATWY
‘Eva oUotnpa ou MPootateUeL €va SIKTUO Ao pn
V- g€ovolodotnuévn mpocBacn
5. | Eva epyaheio yia tnv avaiuon dedopevwy
TLelval n aopdrela Siktvou;
Aoddalela
15 H npootacia twv SeSopévwy Katd tn petadopd Touc o MAnpodopuaxiy 1 Aered
%1 ¢va siktuo ZuoTnpatwy
B H Stadikacio eykatdotaong Siktuakol e€omALopoU
11
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H taxutnta petadopag dedopévwy ot Eva Siktuo

H Stadikaoia dnpovpylag SIKTUaKwY KaAwSiwv

6.
Tu etvar to firewall o eva 6iktuo;
a. | Eva puoiké toixo npootaosiag. AodieL
16 ‘Eval IPOYPALO TIOU EAEYXEL TNV £l0080 kat €060 MAnpogopuaxiy 1 Aered
B Sedopgvwv Zuomnpdry
‘Evag tumog kaAwdiou Siktlou.
5. | Eva eidog o.
T elval to malware;
a. ‘Eva mpoypapLLo IOV IPOOoTATEVEL TOV UTTOAOYLOTH). Achéhewa
17 ; Ao ; el - NMAnpodoplakwy 1 Aemto
B. KakoBoulo AoyLopLko Ttou Tipokahel {nuLd. SUOTNUGTWY
_ | Evag tumog firewall.
5 ‘Eva el60¢ kwdikomoLlnth.
Tl elval o mpoypapaTIONOC;
a. | Hodwabdwaoia extéheong epappoywy. Booucéc Apxéc
18 8 H 8nptoupyia AOYLoUIKOU HECW LLaC YAWOTAC ”povpa‘;““m“o 1 Aemeo
" | mpoypauuoTiopoU.
H avamntuén hardware.
5. | H OUVTHPNON UTIOAOYLOTIKWY CUCTNUATWV.
Tl elval n petaPAntr os Eva MpoypapUa;
o. | Eva QVTLKELEVO TTOU KOTAVAAWVEL VA UN. Booucc Aoyt
19 , , , , , MPOYPAUUATIONO 1 Aemtto
B. Eva tunpa Kwdika tou eKTEAEL LA CUYKEKPLUEVN AEL- o
Toupyia.
v ‘Eva 6vopa Ttou xpnotpornoleital yia va avadepbel o
" | woctin A Béon pvAung.
12
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6. | Eva mpoypappa eKTEAEONG.
Tl ovopdletal mnyaiog KWSLKAG og €va TPOYPOUQ;
a. ‘Eva exteAéoio apyeio. Baouéc Apxec
20 ; - . - MPOYPAUUATIONO 1 Aento
B. O kwdkag mou ypadetal anod Tov MPoypapLaATLOTH. o
V. ‘Eva €i60¢ petaBAntnc.
5. | H eloob0¢ Tou MpoypApATOG.
Tl onuaivet o 06po¢ "ouvtaktikd odalpa" oe £va
TPOYPAHHOL;
a. ‘Eva opAApa 0TNV EKTEAECH TOU TIPOYPALUATOC. Bootkéc Apyéc
: - p ; n 1 :
21 B Eva opaApa otn cuvtagn tou Kwdika. poypaﬁuamuo Aerto
Y ‘Eva opAaApa otn AoyLkr Tou TpoypPALHATOC.
5. ‘Eva opaApa otnv amobrikeuon deSopévwy.
Tl avanaplotd £vag alyopluog;
a. | Eva eidog Baong debopevwy. Boouéc Apxéc
22 8 O TPOMOC eKTEAEONC KAL TAL BALLOTAL TIOU TIPETIEL VOL ”pwpo‘t},mm“o 1 Aered
" | akoAouBnBolv yLa TNV eKTEAEON HLOC Epyaoiog.
‘Eva el60o¢ petaBAntic.
5. | Havtalayn 6edopeviwv HETAED TTPOYPAUUATWY.
Ti elvar n Soun eléyyou "if-else" (edv-tote);
o ‘Evag TpOmoc eKTEAEONG EVOG TUAUATOC KWOLKA
" | emavaAnmrikd. Baotkéc ApxEC
23 B ‘Evag tumog petaBAnTic. MPOYPOUUATIONO 1 Aento
0
Mta Sopn TIoU EMLTPETIEL TOV EAEYXO0 LA CUVORKNG KaL TNV
Y. | ektéheon Stadopetikol kKwdLka avaAoya Pe To
omotéAeopa.
5 ‘Eva l60¢ peTayAwTtTLoTh.
13
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Tl elvat 10 "debugging" (amoodaAudtwon) otov
T(POYPOLULULATIOUO;
a | H SnuLoupyia Tou TeAkol ekTeAETLUOU apXEiou.
) Baolkég ApXEG
24 B H Slaypadr Tou Kwdika. Mpoypaupatiopo 1 Aemto
. 0
v H Stadikaoia elpeong kot 510pBwong opoaApdTwy otov
* | kWKL
5 H avaintnon véwv 1ewv yla tn BeAtiwon tou
| mpoypdppatoc.
Ti elvar to "loop" (emavaAndn) oTov MpoypaUUATIONO; |
o Eva avTLKELEVO. Boowkéc Apyéc
25 B ‘Evag tumog petaBAntic. I'Ipoypau’uattou 1 Aered
. ou
‘Evag TpOTog eKTEAEONG EVOG TUAMOTOG KWK
V- ETIOVOANTITLKA.
5. ‘Eva tpoypapa eKTEAECNC.
Ti ovouAZeTal CUVTAKTLKO OTOV TIPOYPAULATIOUO;
a. | EVOG TpOmog avaktong bebopévwy. Booucéc Apxéc
26 B 'Evaq ‘EL')T[OQ uetaB)\nrr']q. I'Ipoypoq;uauouo 1 Aentto
v H ocwotn dour evog mpoypAUaTog YAWCoag
| mpoypauuoTiopou.
5. | Evaeibog alyopiBuov.
TL elval n cuvaptnon o€ £va TPOYPAUUA;
a ‘Eva ei60o¢ petaBAntic.
Baolkeg ApxES
27 ‘Eva TUAMA KWSLKA TTIOU EKTEAEL LA CUYKEKPLUEVN MPOYPAULATIOHO 1 Aerced
B. | Aettoupyla kot pmopel va Kaheital amo GAa TUAATA TOU 0
T(POYPAUHUATOC.
‘Eva elb0¢ doung eAéyyou.
5. | O Kwdikag og duadikn popdn).
14
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TLelval n kpumtoypadia;

H emiotnpn mou acyoAe(tal Pe TN LEAETN TWV KPUUUEVWY
Bnocaupwv.

H téxvn kpudnc ypadng kat amokpuntoypddnong
TAnpodopLwy.

H emwotnun tng aodpaletag oto Atadiktuo.

‘Eva €160G QVTIKELWEVOU YLA CUAAEKTEG.

Elcaywyn otnv
Kpumtoypadia

1 Aemtto

29

Molog elval o oKomog TG KpuTttoypadiog

No TPOCTATEVEL TNV EUTILOTEUTLKOTNTA, TNV AKEPALOTNTA
KOL TNV QUBOEVTLKOTNTA TWV TTANPOodOopLWV.

Na Snuoupyel kwdika.

Na npootatelel tnv achdaiela tou Atadiktiou.

o T | P

Kavéva amnod ta mapandvw.

Elcaywyn otnv
Kpumtoypadia

1 Aentto

30

Moto armno ta mapakdtw AEN avrKel oTLC BACLKEC KATNYOPLEG
Kpumtoypadlog;

Kpumtoypadia kAetdlo (Symmetric Cryptography).

Kpumtoypadia porg (Stream Cipher).

Kpumtoypadia Aoylopikou.

o< |® |8

Kpumtoypadia kewévou (Public Key Cryptography n
Asymmetric Cryptography).

Elcaywyn otnv
Kpuntoypadia

1 Aentto

31

T elval To KA£LSL kpuntoypdadnong;

Mta oelpd Pndiwv 1 XapakTipwy oU XpNOLUOTIOLETAL YLa
™V avtaAAoyn LNVURATWVY.

‘Eva mpoypap o UTIOAOYLOTH yLa KpuTttoypadia.

‘Evag aAyoplOuog yLa tnv anokpurtoypddnon dedopévwy.

o T ™

‘Eva puoTikd kAeldi mou xpnolpomnoleitat otn Stadikaoia

Kpumtoypadnong.

Eloaywyn otnv
Kpumntoypadia

1 Aentto

32

Tu elvo to SSL/TLS;

‘Eva mpwTtoKkoAAo KpuTttoypddnong mou XpnoLlomnoleital
yla aopaheic cuvdéoelg oto Aladiktuo.

Elcaywyn otnv
Kpurnttoypadia

1 Aentto
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‘Eva AoyLOULKO yLa avaAUoHn KpuTttoypadnUEVWY apXelwv.

‘Eva idog aAyopiBuou kpumrtoypadnonc.

‘Eva tak€To AoyLlopikoU yLo th Staxeiplon KAeWSLwv.

33

Molog elval o KUPLOG OTOXOC TNG SNUOCLOC KpuTttoypadiag;

H kpumtoypddnon UNVUPATWY HOVo amo el8Lkolg.

H kpumttoypddnon HNVURATWY LOVO YLa OTPATLWTLKN
xprion.

H kpumttoypddnon UNVUPATWY TIoU UIopolv va
amnokpumtoypadnBouv amnod onolovenmoTte.

H kpuntoypadnon Hovo yLa Thv mpooTtooia Twy
TPaMElLKWY SESOUEVWV.

Elcaywyn otnv
Kpumtoypadia

1 Aentto

34

Mowo¢ aAyoplBuog kpumrtoypadiag gival yvwotog yla T
SuvatotnTa Tou va anokpunrtoypadnosl ta dedopéva povo
UE éva KAELSL;

Kpunttoypadia pe dnpocto KAeLSL.

Kpumtoypadia pe CULUETPLKO KAELSL.

Kpumntoypadia pe SmAS KAsLSL.

o< ® g

Kpuntoypadia pe acUUPETPO KAELSL.

Elcaywyn otnv
Kpumtoypadia

1 Aentto

35

Mola armo TIG MOPOKATW VAL LLa Ao TG BACLKES APXEC TNG
Kpumtoypadlog;

Onoloodnmote Umopel va amokpuntoypadnoetL Ta
Sebopéva.

O KpUTTAVOAUTNG TIPETTEL VL £XEL EEELOLKEUUEVEG YVWOELS
yla va amokpuntoypadnost ta Sedopéva.

O KpUTITAVOAUTNG TIPETEL VO UTTOPEL val
anokpuntoypadnost ta Sedopéva HOVOo e TO KAELSL.

H kpumtoypadia dev sivat achaing péBodog npootaciag
Twv 6eSopEVwV.

Eloaywyn otnv
Kpumntoypadia

1 Aentto

36

Moo amod ta mapakdtw Oev eival éva amd to Pacikd
opxéyova LETpa aodpaleiag otnv kuBepvoooddalela;

Avixveuon eloBoAng

Kpumntoypadnon dedopévwy

Kavoveg kat
TIPWTOKOAAQ
KuBepvoaoddAet
ag

1 Aentto
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Mpootacia pe Kwdlkd MpocBacng

Awoxeiplon avilypadpwv achaleiog

6.
Molog amd Toug MapaKATW opilel TNV TOALTIKA aodaleiag
KOLL TOUC KaVOVEC TtpOcBaong o £va SikTuo;
a Katavalwtng Kavoveg kat
37 ) TIPWTOKOAAQ 1 Aerced
B Erutponn aodaleiag KuBepvoaoddel
. ac
" ALOXELPLOTAG
5 EmBeTIkOG XaKEP
Moo amd ta mapokdtw eivat éva €ido¢ kakoBoulou
Aoylopwkol Tmou  kAEPel  Tpoowrikég  TAnpodopieg
XPNOLLOTIOLWVTAC TIAPATIAAVNTLKEC TEXVLKEG;
a Firewall Kavoveg kat
* TIPWTOKOAAQ ,
38 B Trojan KuBepvoaopdaiel 1 Aeno
. ac
VPN
5 DNS
Molwo¢ amd Toug MapOKATW E£ival évag Tumog emiBeong
KUBepvoaodaAeLlag mou otoxeUEL OTO va e£AVAYKACEL Eval
UTIOAOYLOTIKO cUOoTNUA Vo UTIOKALBEl o€ avemBupnteg
EVEPYELEC; Ko
QVOVEC KOl
39 a. | Brute Force Attack TpWToKoMa 1 herces
Mal KuBepvoaodaiel
B. alware ac
Y Denial of Service (DoS) Attack
5 Firewall
Moo amd TO TOPAKATW ONMOTEAEL TPWTOKOAAO TOU
XpnoLlpomoleitol cuvnBwWE yla TNV ach oA AMOUAKPUCUEVN
ouvdeon oe éva 6iktuo;
a DNS Kavoveg kat
40 * TIPWTOKOAAQ 1 Aerced
B HTTP KuBepvoaodalel
. ac
SSL/TLS
5 SNMP
17
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Moto amod ta mapakdtw AEN elval éva Baotkd otolyeio evog
UTIOAOYLOTLKOU GUGTHUOTOG;

Eneepyaotrc (CPU)

2kAnpog Siokog (Hard Drive)

MovtikL (Mouse)

o< ®|g

MvAun RAM (RAM)

Elcaywyn otnv
mAnpodopLkn

1 Aentto

42

Mow¢ amd TOuG TOPAKATW  AmnMoTeEAel  yAwooa
TIPOYPAUUATIONOU;

Windows

Microsoft Office

Python

o< ®|g

Adobe Photoshop

Elcaywyn otnv
mAnpodopLkn

1 Aentto

43

Moo amd ta Tmapakdtw AEN avikel oOTIC PBOOLKEG
ETIKOLVWVLOKEG TEXVOAOylec oTo Aladiktuo;

HTTP

FTP

MP3

o< ® g

TCP/IP

Elcaywyn otnv
mAnpodopLkn

1 Aentto

44

Molog elval o pOAOC evOC AELTOUPYLKOU CUCTNLATOG;

Na eneepyaletal Sedopéva

® |8

Na napéxel mpdéoPacn oto Atadiktuo

<

Na SlaxelpileTal Toug MOPOUG TOU UTIOAOYLOTH KOl val
ekTeAEl edOpLOYES

g

Na dnpoupyel ypadika oxédia

Elcaywyn otnv
mAnpodopLkn

1 Aentto

45

TLonpaivel to akpwvL Lo "SSL";

Secure Sockets Layer

Safe Software Language

Elcaywyn otnv
mAnpodopikn

1 Aentto
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System Security Level

Strong System Language

46

TLanoteAel mAnpodopia;

‘Evag aplOuog

Eva ypappa

‘Evag ouvbuaopog dedouevwy e vonuo

o< ®| g

‘Eva NAEKTPOVLKO KUKAWHA

Elcaywyn otnv
mAnpodopikn

1 Aemtto

47

Moto amnd ta mapakdtw AEN sival £va eido¢ Sedopévwy;

a. Kelpevo

b. Etkova

c.'Hxog

o< e

d. Kwnto tnAédwvo

Elcaywyn otnv
mAnpodopLkn

1 Aento

48

Mow eival n PBaowkn Asttoupyla evog  Asltoupylkou
OUOTATOG UTIOAOYLOTWYV;

EKTENEON EMECEPYAOTLKWV EPYOOLWV

Ektéleon epapuoywv

Alaxeiplon mépwv Kal UTINPECLWV

o< ® g

AmnoBnkeuon apxelwv

AELTOUPYLKA
Juothpata
YroAoyLotwyv

1 Aentto

49

Molo amod to MAPAKATW XAPOKTNPLOTIKA AEN avikel ota
yvwplopata evog AEITOUPYLIKOU CUCTAUATOC;

MoAuepyacia

MoAvenegepyaoia

MoAAaTAEG eTULPAVELEC EpYAOLAG

o< » | g

Zwypadikn

AELTOUPYLKA
Juotiuata
YroAoyLlotwyv

1 Aentto
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TLelval évag nupnrvag (kernel) og £éva AslToupyLlkd cUCTNUO;

‘Eva mpoypapa mepLiynong otov Lotod

‘Evag Baoikog XprRoTnG TOU CUCTALOTOG

O KevTplKH TIUPHVOG UTIOAOYLOTH

o< | » |2

O nuprvag mou Slaxelpiletal TNV eMIKOWVWVIA LE TO UALKO
KOLL TLC BAOLKEG AELTOUPYIEG TOU AELTOUPYLIKOU CUCTAUATOC

AELTOUPYLKA
Juotiuata
YmoAoyLotwyv

1 Aentto

51

Motwa eival n Asttoupyia tng dlaxeiplong pvAung os éva
AELTOUPYLKO cUOTNUQ;

Alaxelplletal TIG eKTEAECLUEG EPOPUOYES

AloyelpileTal ToV amoBNKeUTIKO XWPO TWV apXELWV

JuvtovileL tn xprion Twv dtadopwyv TUTWV PVAUNG,
Kataypadovtag mola TUAUATA Toug eivat Sltabéatua, mola
gival deopevpéva Kat, avaAOYyw G LE TIG OTTALTHOELS TWV
Slepyactwy, ekYwpel N ameAeuBepwVEL TUALOTO VLA VO TO!
XPNOLLOTIOL)OOUV OL TEAEUTALEC.

AloyelpileTal TIC EMLKOVWVIEG LE TO SikTUO

AELTOUPYLKA
Juotiuata
YroAoyLotwy

1 Aento

52

Moo amd to MopoKATW eival éva mapadslypa ¢ucikou
pETpou aodalsiag og Evav umtoAoyLoTh;

Antivirus AoyLopLLKO

Xpnon usb-stick yla auBevtikonoinon

Tolxog npootaoiag (firewall)

o< ®| g

Avakoivwon anoocuvdeonc (logoff notification)

Aodaleia YAkov

1 Aentto

53

Molo amo ta mapakdtw eival éva mpodtuno acdaleiag mou
TEPLYPADEL TIWE TIPETEL VO AVATITUCOETAL, VA UAOTIOLE(TOL
Kol va dlatnpeital n achaiela mAnpodopLwy;

SO 9001

IEEE 802.11

SO 27001

o< e

TCP/IP

Acddhela YAkoU

1 Aentto
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TL amnotelel Tov MpwTto Mapayovia acddaAelag oe Eva
dUOLKO KTiplo 1 eykaTdotaon;

YToAoyLoTEG Kal SikTua

ol.
54 - - - AcddAeta YAkou 1 Aento
B AvBpwrol Kal TOALTIKEG aodpaAeiag ¢
" Kauepeg aopareiag
5 MepldEPELOKEG CUOKEUES
Molo¢ TUToG KakOBoUAoOU AOYLOMLKOU OTOXEUEL ELSIKA oTa
otolxela UALKOAOYLOMLKOU KOl UALKOU €VOG OUOTAMATOG
uTtoAoyLoTh);
a Ransomware
55 - - Acddeta YAoU 1 Aentto
B. KataokomeuTikd AOYLOULKO
Rootkit
5 Adware
Molog eival 0 MPWTOPXLKOG OTOXOG TWV UETPWY aodaleiag
UALKOU;
a. | No amOTPEYPOUV TA TPWTA CNUELD TOU AOYLOULKOU
56 g. | Na npootateloouy ta SeSopéva Katd T petddoon Aopdheta YAkoy 1 Aered
Na npootateloouv Ta GUOLKA EEQPTHHOTA KLl
v TiEPLOUCLAKA OoToLXElal
5. | Nadwaodpahricouv tig dlapoppwoelg tou Siktvou
TLonpaivel to "SQL" otig emBéoelg SQL Injection;
. | Structured Query Language Acddaheia
. AOYLOMLKOU Kot .
57 ; . 1 Aento
B Secure Query Link Bacewv
) AeSopévwy
System Query Logger
5 Scripted Query Latch
Moto amod ta mapakdtw AEN amotelsl kowvr ameir] yla thv
aoddAeto tng Bdong dedopévwy; Acddhela
NOyLopLKOU Kot ,
58 BaGEwLY 1 Aento
o ATEIAEG €K TWV £0W Aedopévwy
21
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EmB<oelc Ransomware

B.
Mn g€ouclobotnuévn npocBaon
5 Kowwvikn pnxavikn
Molog pnxaviopog acddAelog Pacswv  Sedopévwy
nepAaBAVEL TN LeTATPOT) SeS0UEVWY O SLOPOPETIKN, N
avaotpePn popdrn;
a Kpuntoypadnon (Encryption) Acddhela
59 * AOYLOUIKOU Kot 1 Aerced
B Hashing pwac Stadpopnc (One-way hashing) Baogwv
* AgSopgvwy
V. Telyog npootaociag
5 Tuotnua aviyveuonc etofoiwv (IDS)
Mowog elval o TMPWTAPXIKOG OKOTOC £VOG GUOTAUATOG
Slaxeiplong Baoswv debopévwy (2ABA) doov adopd tnv
aodaAela;
o No amotpeel kaBe un e€ovclodotnuévn mpdofacn otn '
* | Bdon SeSopévwy. Aodarewa
" . ; PR AOyLopLKOU Kot A .
60 8 Na aroBnkeVel evaioBnta Sedopéva oe armho Keipevo yia BaGEWLY 1 Aento
' El.'JKO)\r] anKtr]OT]. AeSopévwv
Na Siaxelpiletal kat va eAéyxeL Tnv mpocBaon otn Bdon
Y- debopévwy.
5 Na g€aAelel TNV avaykn yLa dtadikaoieg dSnuoupylog
" | avuypdadwv acdaleiag.
Mota amo tig akoAouBeg SnAwoels elvatl aAnBn¢ oxXeTIKA UE
ta "Zero-Day Exploits";
o Eg:)l;ﬂtat ylo euTtABELEC TTOU Elval YVWOTECG €8w KoL TTOAU ActhideLa
: NoylopikoU Kot ,
61 B Elvaw euntaBeleg mou aflomolovvtal Lovo ta Bdogwv 1 Aemto
" | ZaBBatokuplaka. AeSopévwy
MpoKeLTal yLo EUTIAOELEG TTOU AELOTIOLOUVTAL TIPLV IO Th
V- S1a0eon 616pBwoaong (patch) tou Aoylopikou.
5. | Eivai eumdBeleg mou emnpedalouv HOVo AOYLoHIKO zero-day.
Mota amo tig akOAoUBEG TEXVLKEC XpnoLUoToLeital cuvhBwg
yla thv mpootacia svoicOntwv Sedopévwy mou eival A
amnodnkevpéva os pLo Baon Sedopévwy; onzm?'(;;aml )
62 : p ; ; h 1 Aento
a. | Xpion adUvVopwV KwIKWV pooBaong Baocewv
) AeSopévwy
B. Edappoyn pnxaviopwy eAéyxou mpocBacng
22
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AmoBnkeuon dedouévwy o Ao Kelpevo

"2
5 Kown xprion twv Stamiotevtnpiwv tng fdong Sedopévwv
" | dnuooiwg
Moo VOUOBETIKO KEIUEVO TTPOOTATEVEL TNV AVWVUUIA TWV
Xpnotwv oto Aladiktuo;
a | © Kavoviopog GDPR tn¢ Eupwmnaikng Evwong.
63 : Alkaio 1 Aento
B. O NoAttikog Kwdikag tng EAAGdag. Awadiktoou
V. To EAANVIKG ZUvVTayUQL.
5. O Kwdwkag Alktuou tou Atadiktuou.
Molog VOUOC TaPEXEL ACUALD OTOUC MOPOXOUG UTINPECLWY
oto AlaSIKTUO yla TO TEPLEXOUEVO TIOU SnLoupyouv ol
XPNOTEG TOUG;
a | © Nopog yla thv EAeuBepia tng Evhuépwongc.
64 Aikato 1A .
B O Kwdkag Aktuou tou Aladiktiou. AlaSIKTOOU Ento
v O Nopog yia tnv MNveupatikn Idloktnota.
5 To Mepi Npootaciag tng Mpoowrnikng Aedopévng
" | NAnpodopiac.
Mola oo TIC TAPAKATW TIPAKTIKEG AVTLRALVEL OTOV KAVOVa
tou "Net Neutrality";
o H mpotepatdtnTa Tng dlakivnong mepLexouévou amo
" | peydAeg sTatpieg. Alkato
65 B H auBaipetn dtakomn tng mpdoPaong oe LoTooeAlSeg e ASIKTHOU 1 Aento
" | moALTIKO TiEpLEXOUEVO.
v H nipoodopd Swpedv mpocPoong o CUYKEKPLUEVA
" | epapuoyEc.
5 H avtoywvioTikr TioAdynon yla tnv npocfach os
| duddopec totooeNibeG.
Moo amd Tt mapakATw LoXUEL w¢ ovtidpaon o€
TEPUTTWOELG SLaSIKTUOKAG ocukodavtiag (online
defamation);
H Staypadr 6Awv Twv SnUocleVoEWV OTOV LOTOTOTO. Aikato ,
ol
66 Atadiktou 1 Aento
B. H ekmounr apeong anelAng otov cukodavinuevo.
H anaitnon anolnuiwong yLa tnv UTIooTNPLKTLIKH avApTnon
v Peudwv mAnpodopLwv.
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SYNTAKTPIA BAABH AESTOINA-A/NSH A2




H amokdAun TNG TAUTOTNTOCG TOU CUKOPAVIOUHEVOU.

67

Molo armo Ta MAPAKATW ATOTEAEL mapadelypa napapiaong
NG MVEUHATIKAG LWOloktnolag oto Aladiktuo;

KatéBaopa evog Swpedv AOYLOULKOU OO TOV EMICNUO
LOTOTOTIO TOU KOTAOKEVUAOTH.

Avadnpoaisuon evog apBpou amod vav LOTOTOMO EL6NTEWV
LLE TNV ASELN TOU TPWTOTUTIOU KEOTN.

Avaypadn evog tpayoudlov oto YouTube xwpig tnv adsta
Tou dnuioupyou.

Kowomoinon evog mpwtdtumou Aoyotumou o€ éva blog wg
napadelypa oxediaonc.

Aikalo
Atadiktou

1 Aentto

68

TiLelval n évvola tou "Fair Use" oto mAaiolo tou Alkaiou tou
Aladiktuou;

H xprion mveupatikol €pyou Xwpic tnv avaykn adslag
TANPWUAG amolnpuiwaong, av kpivetal otL e€unnpetei To
KOO oUEPOV.

H mpootaoia tng mpoowriikng L&loktnoiag os Kabe
neplmtwon, xwplc e€apéoslg.

H avakolvwon SIKaWUATWY TIVEUOTLKAG BLoKTnolag og
£€vav 8LaSIKTUaKO LOTOTOTO.

H amaitnon xpnuatikng amolnuiwong yla tn xpnon
TIVEUHOTIKOU £PYOU O€ SLOSIKTUAKECG EHAPLLOYEC.

Aikalo
Awadiktuou

1 Aentto

69

Molog elval o MPWTAPXLKOC 0TOXOC TNG SLaxeiplong Epywv;

Meylotonoinon Twv Kepdwv

EAaylotomoinon twv Kvduvwy

H emniteuén Twv otoxwv Tou €pyou

o< | g

Meilwon tou eUPoOUG TOU £pyou

Awaxeiplon Epywv

1 Aentto

70

Molog eival o okomog tou OSlaypappato¢ Gantt otn
Sloxeiplon épywy;

MpocbLoplopog Twv KIS UVWV Tou €pyou

Katavopur Twv nopwv Tou £pyou

Omntikomnoinon Tou XpovoSLaypaLOTOC TOU €pYOU

o< ®|g

Ataxeiplon tou poUmoAoyLlopoU Tou £pyou

Awaxeiplon Epywv

1 Aentto
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Mowog eival umevBUVOG yLO TOV EVTOTILOUO, TNV afloAdynon
Kot tn Staxeiplon twv KwoUVwy kaB' 6An tn dLdpkela Tou
KUKAou LwnG evog £pyou;

a. ALOXELPLOTAC €pYOU
71 — Awayeipion Epywv 1 Aentto
B. Xopnyog epyou
Y. Stakeholders
5 Mé£An Tng opddog €pyou
TLavtutpoowrnevel n kpiowun Stadpoun (critical path) o éva
Staypappa Siktuou £pyou;
a. | TN pakpUTEPN Sladpopr) Tou £pyou
72 - - - Aloyeiplon Epywv 1 Aemtto
B H cuvtouotepn Stadpopr oto £pyo
Y Tn Sladpopun e TOUC TEPLOGOTEPOUC KLVSUVOUG
5. | H S1a6popr HE TOUC MEPLOGOTEPOUC EVOLOPEPOUEVOUG
Moo amod to Tapakdtw Oev amoteAel mapdyovta Tou
gpyoaotakol meptBarlovrog;
a. | H OLKOVOULKA KOTAOoTAOoN TNG EMLXElpnong Epvqotaké
73 . ’ ’ MeptBaiiov Kfll 1 Aerctd
B H nAwia tou epyatikou SuvapLkou Emuxelpnpotikotn
) Ta
y. OL KOWWVLIKEG IPOOSOKieG
5. | To XPWHO TWV TolYwv oTo ypadeio
Molog mapdyovtag dev emnpedlel TNV KAVOTOLNGN TwWV
epyalopévwy oToV XWwpo epyaoiag;
a. | To 0gog Tou pebou Epvqotaké
74 : : : MeptBaiiov K’ou 1 Aentd
B H Beppokpacia oTov XWwpo gpyaciag Emuxelpnpatikomn
* Ta
Y O 0plBudC Twv NUeEpWV adeiog Toug
5. | H SLdpkeLa Tou KivntoL Toug tThAsdwvou
Mowa elvat n onuooiac ™G  TIOAUTIOALTIOMLKNG Epyactaxd
75 niepBaAlovTikig evaloOnTomnoinong otov Xwpo gpyaciag; NeptBaMov Kat 1 Aemnto
ETIXELPNUATLKOTN
25
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Na elvat 6Aot ot epyaldpevol and thy idla ywpa

Ta

ol
B. Na cuvepyalovtal Aot oL epyaldpevol otov (6lo Ywpo
Noa avtipetwnilovral pe oeBaopo ot Stadopeg
v TLOALTLOLKEG TIPOKTLKEG
5. | Na givaw 6hot oL epyagopevol amd v i nAkiakn opado
Molog mapayovtog cUPBANAEL oTn SnpLoupyia pLaG KOAAG
gpyaolakng nysolag;
a AuoTnpOC Kal ampoomnadela SteuBuvtng Epvaoiakd
76 ) MepBaAhov kat 1 Aerced
B. AVETTTUYHEVEG BEELOTNTEG ETILKOLVWVLAG Emuxelpnpatikot
Ta
Y ATIOLOVWON TWV £PYA{OUEVWVY OTTO TIG ATOPACELS
5 EM\elelg evBappuvong amo tn Sloiknon
Mowog opiletal w¢ PobwTog;
a. Karmolog rou Staxelpiletal tn Sk Tou emiyeipnon EpyaotLoks
n AN ,
77 B Karmolog rou epyadletal yla €vav epyodotn Kot AapBavel Enf)?eﬁ?]u:tvufgrln 1 Aenttod
" | apoBr ya tnv epyaocia tou o
Y Karolog mou mAnpwveL Toug epyaloUEVOUC TOU
5 Kamotog mou Siaetpiletal tn Stk tou eAslBepn
" | emayyeApatikn Spaotnplotnta
Molo oo Ta MAPOKATW €Lval TO KUPLO XOPOKTNPLOTLKO EVOG
pLobwtou;
a EAeuBepia otov kaboplopod tou wpapiou epyaciog Epyaotako
78 MeptBailov kat 1A ,
B. Avetaptnola amno tnv enwxeipnon r tov epyodotn EMuXelpnpoTikotn ento
Ta
Y AvVaAoyLIKOTNTA TWV £008WV LLE T KEPSN TNG ETIXEIPNONG
5 AN apolBng os avtdAAaypa yla tnv mapoxn epyaciog
' | otov epyoddtn
Molog lval o MPWTAPXLIKOC GTOXOC TNG aoPAAELAG SIKTUOU;
79 ; p p Acd)d.)\aa 1 Aemnto
a. | Meyiotomnoinon tng toxvtntog tou Siktou Atowv
EAayxlotomoinon tou K6oToug Tou SIKTUoU
26
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Mpootacio Tou SIKTUOU KOl TWV EMUEPOUC OTOLXELWY TOU

Enéktaon tng epuPeAeLag Tou SiKTUoU

80

TLkAveLl éva telyog mpootaciag oto mAaiolo Tng achAAeLag
Sktvou;

Mpootatevel anod GUCIKEG ELGBOAEC

OWtpapel kal eAéyxeL TNV KukAodopia Tou Siktuou

Kpuntoypadel ta dedopéva Kota Tn petadopd

o< ®|g

EvioxVeL tnv anddoon tou Siktuou

Aoddalela
AtOwv

1 Aentto

81

Molo¢ eilval o0 TMPWTHPXIKOG OKOTIOG E€VOC OCUCTAHOTOG
avixveuong elcfoAwv (IDS);

Amotporn enbécswv

Aviyveuon kal eldomoinaon yla UTOmTeg SpACTNPLOTNTES

Kpumtoypadnon dedopévwy os kataotaon npepiag

o< g

ATIOKAELOMOC KOKOBOUAWY LOTOTOTIWV

Aoddrela
Aktowv

1 Aentto

82

Mowo¢ TtUmo¢ KakOBouAou Aoylopikol petapdléletal os
VOULULO AOYLOMIKO 0AAQ €XEL KaKOBOUAN mpdBeon;

Trojan Horse

Worm

Spyware

o< ® g

Ransomware

Acddlela
Aktowv

1 Aentto

83

TLelval éva honeypot oto mAaiolo tng aodpaletag Skt wy;

‘Evag tUmog Teixouc mpootaciog

‘Eva obotnpa S0Awpa rou €xel oxedlaotel ylo va

TpooeAKUEL Kal va tapakoAouBei Toug emttiO£pevoug

Mia aodalic onpayya yia tn petadoon dedopévwv

Mua popdr BLOPETPLKOU EAEYXOU TOUTOTNTAG

Aoddalela
AwtOwv

1 Aentto
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84

Moto amo ta mapakdtw AEN anoteAsl BEATLOTN TPOKTIKN yLO
v e€aodpalion cuokeuwv SiktloU;

Na eVNUEPWVETE TAKTLKA TO UALKOAOYLOULKO KL TO
AOYLOULKO

ATLEVEPYOTIOLNOTE TLG TIEPLTTEG UTINPECLEC Kal BUpeC

XPNOLUOTIOLNOTE TIPOETUAEYUEVOUC KWSLKOUG Tpoopaaong
yla eUKoAn mpooBacn

Edapuoote Aloteg eAéyyou npocPaong (ACL)

Aoddalela
AtOwv

1 Aemtto

85

Molog eival o MPWTAPXLKOG OKOTIOC £VOC ELkoVIKOU ISLwTIKOU
Awtuou (VPN);

Na kavel To diktuo taxutepo

® |8

Na anokpUel tn dtevBuvon IP cag

<

Na Snuoupynoet pia aodain Kat ILWTIKN) cUVEEoh HECW
£vO¢ Snudolou Siktuou

No UITAOKAPEL TIC ELOEPXOUEVEG CUVOEDELC

Aoddrela
Aktowv

1 Aentto

86

Molog elval O TPWTAPXLKOG OTOX0G TwV EemBEcewy
KOLVWVLKNG LNXOVLKNG 0TO TTAAioLo TNG achaAelog SIKTUwWV;

H ekpetdAAevon eumaBelwv AOyLOULKOU

Na amnoktrjoouv pn eouctlodotnuévn mpocPaocn os
OUOKEUEG SIKTUOU

Na xelpaywyrnoouv Atouo wote vo arnokaAlpouv
guaiodnteg mAnpodopieg

Na rapapLacouv pe Guoko TPOTIO TNV MEPLUETPO EVOG
Siktuou

Acddlela
Atowv

1 Aentto

87

Molog elval o oKoTdG Tou BPOXOU OTOV TIPOYPAULATIOUO;

o TNV poowpLvr amodrkeucon SeSopévwy.

Mo TNV EKTEAEDN JLLOG OUYKEKPLUEVNG epyaoiag pia dopd.

Mo TNV emavelAnUUEVN EKTEAECH EVOC CUVOAOU EVTOAWV.

o< ®|e

ot TOV 0PLOUO HLAG CUVAPTNONG.

BaolKEG ApYES
TIPOYPOULUOTIOHO
0

1 Aentto

88

Mowa amod TG akoAouBeg yAwooeg AEN eival yAwooa
T(POYPOUUATIOUOU;

BaGLKEG QPXEC

T(POYPOUUOTIOLO
U

1 Aento
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Java

Go

HTML

o= ® g

PHP

JTOV OVTLKELWLEVOOTPAPH TPOYPOLUATIONO, Tolo €ival n
£€vvola tn¢ opadormnoinong twv SedopEvwy KoL Twv PEBOSwV
TIoU Aeltoupyolv oe autd ta Sedopéva Ot pla eviaio
povado;

KAdion BaolKEG APXES
TIPOYPOUUOTIOHO 1 Aemto

Juvaptnon v

89

MetaBAntn

o= ® |

Loop

3.2 ANaVTAOELS EPWTACEWV TLOAAATIANG ETULAOYIG

MapatiBetal 0 KATAAOYOG TWV ATAVTHCEWV OTLG EPWTNOELG TTOAATANG EMAOYAG TTIOU
propouv va aflomotnbolv oto MAAICLO TWV YpamTwy eEETACEWV TLOTOMOINONG TNG
€181KOTNTOG.

A/A
Epwtnong
1

Zwotn andavinon

O (0N [ (1 | (W N

[y
o

[y
=

[y
N

[y
w

[y
S

QI X DRI | O) DK | | VDI DI |<

[y
(6}
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16
17
18
19
20
21

22
23
24
25

26
27
28
29
30
31

32

33
34

35

36
37

38
39
40

41

42

43

44
45

46

47

48

49

50
51

52
53

54
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55
56
57
58
59
60
61

62

63

64

65

66

67

68
69
70
71

72
73
74
75

76
77
78
79
80
81

82

83

84
85

86

87

88
89
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3.3 Epwtioelg cwotol — AdBoug

A/A Ma6notaki AnattoUpevo
/ EPQTHZEIZ "l . a Il :
Epwrt. Evotnta XPOVOG aMAvVINoNG
To firewall ypnowomoleital ywa TNV Kpumrtoypddnon
Sebopévwv. Acdieta
1 NAnpodoplakwv 1 Aemto
JUOTNUATWY
Jwotd
NabBocg
H Stadopomnoinon Twv Kwdkwv pocBacng yia SLddopeg
umnpecieg avéavel Tnv aodpdalela. Acdiela
2 MAnpodopLaKwy 1 Aemtd
JUOTNUATWY
Jwoto
NabBog
To VPN mpoodépel aopaly cuvdeon oto Aladiktuo kal
avwvupuia. Acdiela
3 NMAnpodopLaKwyY 1 Aemtd
JUOTNUATWY
Jwotd
NabBog
H Kowwvikrp Mnxavikn ouvnBwe mepllapupavel t xpnon
TEXVIKWVY Omwg phishing. Aodérela
4 NMAnpodoplakwv 1 Aemtd
Juotnudtwy
Jwotd
Aa@Bog
32

SYNTAKTPIA BAABH AESTIOINA-A/NZH A2



H avaBaBuion tou Aoyloplkol o€ éva cUoTnUa omoteAsl
ONUAVTLKO Brpa yla tnv avg¢non tng achAAELAg Tou.

Aoddalela
NMAnpodoplakwv 1 Aemto
JuoTNUATWY
a. | Zwoto
B. | AdBog
To Malware eival yevikd Kalo yla ta TAnpodoplakd
ouotnpata, kabwg Bonba otnv avafabuLior) Toug. Achdrela
MAnpodopLakwy 1 Aemto
JuoTNUATWY
a. | Zwoto
B. | AdBog
Ta oxoAla og £vo  TPOYPOUUA  TIPOYPAUUATIOUOU
ekteholvVTOL Katd TN  OLAPKELD  EKTEAEONG  TOU
TPOYPALUATOC. Baolkég ApXEG
MPOYPAUUATIONO 1 Aemto
0
a. | Zwoto
B. | AdBog
Ol OUVOPTACELG UIMOPOUV va KaAoUvtal povo pia dopd oe
EVaL TIPOYPOUUAL. BaoLkEG ApYES
MPOYPAUUATIONO 1 Aemto
U
a. | Zwoto
B. | AaBog
OL oupPBolooelpég (strings) avoamaploToUV  aAKEPALOUG
aptBpoug. BaoLkéG ApyES
Mpoypaupatiopo 1 Aemto
U
a. | Zwoto
. | AaBog
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Ol GUVAPTAOELG OTOV TPOYPAUUATIONO XpNnolonololvTal
yla ThV opyavwon KwOLKO Og HLKPOTEPA TUAUATA TIOU

HTOpOoUV va EavVoXpnoLHomotnfouv. Baowkeg ApxEg
10 Mpoypappatiopo 1 Aentto
0
a. | Zwoto
B. | N&Bog
O teleotrg "&&" OTOV MPOYPAUUOTIONO QVATIAPLOTA TOV
4 Lo Ln
Aoyko teheotn "n". BooLKEC Apxéc
11 MPOYPAUUATIOHO 1 Aemto
0
a. | Zwoto
B. | N&Bog
H kpumtoypadia gival n emotrn mouv acxoAeitat pévo pe
TNV KPUTTTOYypAhNon TWV UNVULATWV.
£ .
12 roaywyn oty 1 Aemto
Kpuntoypadia
a. | Zwoto
B. | N&Bog
H &dnuooia kpumtoypadia xpnolomnolel pévo eva KAELSL yLa
TNV KpUTttoypddnon kal tnv amokpumtoypdadnon twv
Sdedopévwv. p——
ywyr otnv
13 Kpuntoypadia 1 Aemto
a. | Zwoto
B. | NaBog
H kpuntoypadia umopel va mnpootatrevost pOvVo T
debopéva mou petadidovral PEow Tou AladiKTUou.
. .
14 roaywyn oTnv 1 Aemto
Kpumttoypadia
a. | Zwoto
. | AaBog
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H kpuntoypadia elval pla TEXVIK TIOU QIOTPEMEL TNV
amokdAuyn twv mAnpodoplwv and pn e€ovolodotnpéva

TPOCWTA. ,
15 iwavwvn o 1 Aemto
puntoypadio
a. | Zwoto
NaBog
H kpuntoypadia pe dnuoota kKAeldla xpnotpomnolel To idlo
KA£LSL yLa TNV KpuTtTOoypddnon Kot TV amokpuntoypddnon
Twv 6edopévwy. ELoaywyn oty
16 Kpurroypadia 1 Aemto
a. | Zwoto
NaBog
H kpumtoypadia dev amattel tn xprion KAEWWY yla Thv
npootacio Twv dedopévwy.
17 Etoaywyq otnv 1 Aemto
Kpuntoypadia
a. | Zwoto
NaBog
To mpwtdékoAho SNMP (Simple Network Management
Protocol) xpnoluomnoteitat yla tnv aopaln anopuokpucEVn Kavovec ka
18 Staxeiplon Siktvwv. TPWTOKoMa 1
KuBepvoaodaiela Ento
a. | Zwoto S
Nabog
OL efwtepkol okAnpol b&ilokol eival mapadeiypata
ECWTEPLKWV AMOBNKEUTIKWY LECWV.
Eloaywyn otnv
19 TANPOGOPIKY 1 Aemto
a. | Zwoto
NabBocg
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Ta 6ebopéva otn pvAun RAM amoBnkelovtal povipa
OKOMO KOL LETA TNV OITEVEPYOTIOLNGN TOU UTIOAOYLOTH).

Elcaywyn otnv

20 . 1 Aemto
TAnpodopLKn
a. | Zwoto
B. | N&Bog
To Linux eival éva Asttoupylkd cvotnpa, evw to Windows
elval pla epappoyn. Aettoupyid
21 ocuothuata 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | N&Bog
To Linux kot to Windows eivat 600 mapadsiypata
AELTOUPYLKWV CUOTNUATWV. Aettoupyid
22 ouoTApATA 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | N&Bog
To Windows xpnotpomnoleital oe Stddpopeg MAATPOPLES,
evw to Linux elval dLabgoio povo yla unoloyioteg PC. AEtToupyLKE
23 ouotApata 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | NaBog
To Linux xpnoluomnoleital Kuplwg o€ SLOKOULOTEG (servers),
evw 1o Windows elvat SnUodAEG yla TIG eTuTPAmETLES
: A€eLTOUPYLKA
XPAOEL. ;
24 ouotApaTa 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
. | AaBog
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To Linux kat to Windows €£xouv mopopola ypodika
neptBarlovta xpnotn.

AELTOUPYLKA
25 ouotApaTa 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | N&Bog
O emiB<oelg SQL Injection pumopouv va cupBoulv pHovo eav
0 KWOWKOC TNG edappoynG €lval KAKOYPAUUEVOC Kol Achidewa
otepeltat KATtAAANANG eMikUpwong eLoodou. AOYLOMKOU Ka
26 X 1 Aemto
Baoewv
a. | Twotd Sebopévwy
B. | N&Bog
O éAeyxoc TauTOoTNTOC TOAAAMAWY Tapayoviwyv (MFA)
niepthapBavel Tn xprion MOAAMAWY KwWSLKWV TpocBaong
yla tnv mpocPoon oe éva olotnua, evioxuovtag tnv AcddAera
27 aocbd)\s:ta. )\OVlO'p.lKOU Ko 1 AeTrTo
Bdoewv
a. | Swotd Sebopévwy
B. | N&Bog
O TMPWTOPXLKOG OKOTIOC EVOC TELXOUC TpooTaciag sival n
Kpuntoypadnon twv deSopévwy Tou gival amobnkeupéva Achddewa
o€ Lo Baon dedopévwy. ;
28 }\OVI.G'LJ.I.KOU Ko 1 AeTtto
Baoewv
o | Swotd Sebopévwy
B. | NaBog
H moAwttik aocddAelag TANPodOPLOKWY CUOTNUATWY
(cybersecurity policy) avadépetal poOvo o TEXVIKA LETPA
Kal dev emnpedlel to Aikato tou Aladiktuou.
29 Aikato Staiktiou 1 Aemto
a. | Zwoto
. | AaBog
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H Apxn Mpootaociag Asdopévwy eival umevBuvn ylo Thv
eTPoAn Twv VvOpwv Tiepl MPooTACiOG TNG TPOCWITLKAG
mAnpodopiag otnv Eupwrnaikn Evwon.

30 Aikato Sladktvou 1 Aemto
a. | Zwoto
NaBog
O vopog mepl LBLWTLKAC {wng oTo ALadiKTUO TPOCTATEUEL T
TIVEU LOTLKA SLKOULWLATAL.
31 Aikoo SLadiktvou 1 Aemto
a. | Zwoto
NaBog
Jtn OSwoyxeiplon épywv, n kpiown OSwadpopun elvat n
OUVTOUOTEPN akolouBia epyaclwv TOU TIPEMEL va
oAokAnpwBel yia va ohokAnpwOei £va £pyo.
32 Atoxeiplon épywv 1 Aemtto
a. | Zwoto
NaBog
H Swayxeiplon kwolvwy eival pa edpanaé Spaoctnplotnta
Tou ouvnBOwg ekTeAeltal oTnV apyn evog £pyou.
33 Awayeiplon épywv 1 Aentto
a. | Zwoto
Nabog
‘Evag pLobwtog £xel Sikaiwpa o eAeuBepia tou Adyou Kat
™G €kdpaong oTov Xwpo epyaociag. Epyaotakod
mieptBEAAov Kot
34 ETUXELPNUATIKOTNT 1 Aenro
a. | Zwoto «
NabBocg
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KaBe pobwrtog Siatnpel 1o Sikaiwpa va amoAappavet

LSLWTLKOTNTA OTOV XWPO Epyaociag. Epvaoiakd
niepBAAAov Kot
35 pub ) 1 Aemtto
ETUXELPNUATIKOTNT
o. | Twotd @
B. | N&Bog
O HoBwtog €xel dikailwpa oe oaodaleic Kol UYLELWVES
ouvOnKeg epyaociog, cupdpwva Pe To VOLO. Epvaoiakd
nieptBAaiiov kat
36 pib . 1 Aemto
ETUXELPNUATIKOTNT
a. | Zwoto @
B. | N&Bog
‘Eva teiyog¢ mpootaciag pmopel va eival téco pia Avon
UALKOU 000 Kol Lot AUon AoylopLkoU yla tnv mpootacia
€vog Siktuou. Achdela
37 o 1 Aemto
AU WV
a. | Zwoto
B. | N&Bog
OL TmoAtikég oaoddlelag Oiktuou Ba  mpémel  va
ETUKEVTPWVOVTAL LOVO OTLG eEWTEPLKEG AMELAEC, KABWE oL
EOWTEPLKEG ATMENEG OEV ELVAL ONUAVTLKEG,. Acbdhela
38 Auced 1 Aemtto
LKTUWV
a. | Zwoto
B. | NaBog
H kpumtoypadnon Oedopévwv oe Katdotaon npeuiag
Staodalilet otL ta Oebopéva TpooTATEUOVIAL OTAV
petadidovral evepyd péow evog StkTUou. Acbdhela
39 . 1 Aemtto
AtV wv
a. | Zwoto
. | AaBog
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‘Evag Loxupog Kol Hovadikog KwdLkog mpooBacng anoteAel
Kploo otolxeio Tng achdAeLag tou Siktuou.

40 AAO’d)(X?\EI.a 1 \emto
LKTUWV
a. | Zwoto
B. | N&Bog
Ta dnuoota diktua Wi-Fi gival yevikd achoir kot Sev
amalTouV npooeteg mpoduAALeLG.
Aodpal
41 Ao dm, e 1 Aemto
LKTUWV
a. | Zwoto
B. | N&Bog
‘Eva Elkoviko 18wwtiko Aiktuo (VPN) umopel va mpoodépel
avwvupia Kot armoAutn WOLWTIKOTATO KATA TNV EPLAyNon
oto Sladiktuo. AcdS
42 Ao ¢a.)\aa 1 Aemto
LKTUWV
a. | Zwoto
B. | N&Bog
H oaoddAela UALKOU  ETUKEVIPWVETOL KUplwg OtV
TPOCTAGLO TOU AOYLOULKOU KOl TV SE60UEVWV o aTELNEG
oTOV KUBEPVOXWPO.
43 Pepvoxwe AoddAela UALKOU 1 Aemtto
a. | Zwoto
B. | NaBog
Ta pétpa aodaleiag UAKOU, OMwWG n Kpumrtoypddnon
UALkOU Kol oL dladikaoieg aodaloug ekkivnong,
oUPBAAAOUV otnv Tpootacia and PuUOLKEG eMIBECELS O€
44 OUGCTAHOTO UTIOAOYLOTWV. Aoddhela uAKoY 1 Aemto
a. | Zwoto
. | AaBog
40
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H aocddAela Tou UAKOU elval amokAELoTIKA suBuvn Tou
TEALKOU Xprotn Kal oL opyaviopol 6ev Sadpapartilouv
onUavtikd polo otn Slacddalion tng aocddAlelag Tou
UALKOU. AoddAela UALKOU 1 Aemto

Jwaoto

NaBog

3.4 ANAVTNOELS EPWTHOEWV OWOTOU — AdBoug

Epdl;\t/ r:\ont; Zwotn anavinon
1 NaOog
2 Zwoto
3 ZwoTto
4 Iwoto
5 Zwoto
6 NaOog
7 NaBog
8 NaBog
9 NaOog
10 Zwoto
11 NaBog
12 NaOog
13 Zwoto
14 NaOog
15 Zwoto
16 NaOog
17 NaOog
18 Zwoto
19 NaBog
20 NaBog
21 NaBog
22 Zwoto
23 NaBog
24 Zwoto
25 NaOog

41
SYNTAKTPIA BAABH AESTIOINA-A/NZH A2




26 NaBog
27 NaBog
28 NaBog
29 NaOog
30 Zwoto
31 NaBog
32 NaBog
33 NaOog
34 Zwoto
35 Zwoto
36 Zwoto
37 Zwoto
38 NaOog
39 NaBog
40 Iwoto
41 NaOog
42 NaOog
43 NaOog
a4 Zwoto
45 NaOog
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3.5 EpwtnoELg avtiotoiXiong

A/A EPOTHSEIS Maelnotakn l-'\nattou!,tsvov;
Epwrt. Evotnta XPOVOG aMAvVINoNG

AvtloTolyiote Tig akOAouBeg évvoleg TNG otAANG 1 pe
oTHAN 2. Acddhela ’ )
TIANPOPOPLAKWY 1.5 Aenttd

CUOTNUATWY

2THAH 1 2THAH 2

Métpa mou Aappavovtal ylo
TNV QVIETWILON  HLOG
QTEeANg o€ éva
MAnpodoplako Zuotnua.

a. | Kivduvog 1.

Aduvapieg mou pmopel va
umapéouv o’ Eva

B. | Amelp 2. | NAnpodoplakod Tvotnua Kat
ETUTPEMOUV va YiveL KamoLla
ATelAn TPAYHUATIKOTNTAL.

H mBavotnta pla amnelli va

y. | EundBela 3. | .
YlVEL TpaypaTIKOTNTAL.

Elval kaBeti mou pmopei va
oupBel and avBpwrnivo
napdyovrta (my. AaBog
XEPLOUOC), dUCLKO cupBav
(. MANUULOpPA) A AoyLopLKO
Avtipetpa 1 pétpa (rtx. KakoBouAo Aoylopiko)
oaodaleiag KoL va topoKau eL kAmola
ard TIC TPELG Baolkég ApXEG:
EumiotevtikdtnTa,
Akepoalotnra, Alabsouotnta
Tou NMAnpodopLakol
JUOTAUATOG.

AvtioTolyiote tig akOdAouBeg évvoleg TnG otAANC 1 pe

otAAN 2. BaLOLKEG AUPXEC

, 1.5 Aentd
T(POYPOUHUATLOOU

2THAH 1 2THAH 2
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Evag tpoémog emavainyng

AhyopiBiiog €VOC OUVOAOU EVTOAWV.
Mta akoAouBia Bnudtwy yla
MetafAntn Vv eniluon evog
nipoBARUATOC.
, Mw  ovopoopévn  Béon
Broxog anoBbnkeuong dedopévwv.
SuvdpTnoN Eva emavoypnoLULOoL oo

TUAUA KWSLKAL.

AvtloTolyiote Tig akdAouBeg £vvoleg TnG otNANG 1 pe ™

SYNTAKTPIA BAABH AESTOINA-A/NSH A2

AN 2. : :
othAn BALOLKEG APXES , 1.5 Aenta
TIPOYPOUUATIOHOU
2THAH 1 2THAH 2
Python Nlvwotn yla tnv’ €UE')\L§LC1 Kol
TNV avayvwoLoTnTa Tn .
Xpnolgormoleitat  ouvnBwg
Java ylo ™v oVarmntuén
LotoceAibwv.
Xpnotluomoleitatl yla
Javascript TIPOYPAUUATIONO O eminedo
OUOTNUATOG.
Cit Amnautel avotnpn ocovtagn
KOl LETOYAWTTLON.
Avtilotolyiote TIg akdAouBec Evvoleg TNG oTAANG 1 e TN
AN 2. ,
otNAN Eloaywyn otrl]v 1.5 Aemttée
kpurttoypadio
2THAH 1 2THAH 2
Kpumntoypadia pe 00 KAeL-
AmAn kpumtoypadia 514
, , Kpumtoypadnon pe dnuocio
A kpurroypadia KOl LOLWTLKO KA£LSL
Anpooia , , ,
, K
kpuTTTOypadia puTttoypadia pe Eva kAeLbL
Avtiotolyiote TG akdAouBeg €vvoleg TnG otNANG 1 pe
AN 2. :
oman Eloaywyn otnv 1.5 Aenttd
Kpumtoypadia
2THAH 1 2THAH 2
, H Sadikaoia
KpuntavaAuon .
KpumToypadnong
Kpumtoypadia H Sadikaoia
amokpuTtoypadnong
Anpooto KAeldt KAe16i mou sival yvwotod povo
OTOV amOS£EKTN
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[SLwTKO KAELSL

KAelSl mou eival yvwotd oe
oAoug

AvtloTolyiote TIg akOAouBeg £vvoleg TnG otNANG 1 pe ™

AN 2. :
otAN ELoaywy oty 1.5 Aentad
MAnpodopikn
2THAH 1 2THAH 2
Kevtpikr povada AmoBnkeUeL pakpompoBeoua
a. | eneepyaoiag (KME) to Sedopéva Kal T apxeia
TOU UTIOAOYLOTH.
MapéxeL TNV LKAVOTNTA ATEL-
B. | MvrAun RAM KOvloNng ypadlkwv otnv o-
Bo6vn tou unoAoyLotH).
Y E 3 )
sKAnpéc Siokoc (Hard TUTPETEL C?TOV UT[O’)\OVLCTF]
Y. i va  ekteAel €VIOAEG Kol
Drive) ,
epapuoyEC.
AmoBnkeUel TPoowpvd Ta
Képta ypadlkwv bedouéva katd tn Slapkela
6. . .
(Graphics Card) ™me Aeltoupyiog ToU
UTIOAOYLOTH.
AvtioTolxiote TG akOAouBeg évvoleg TNG oTAANG 1 e T Aodérela
AN 2. )
otnANn )\OV[O'p.lKOU Ko 1.5 Aentd
Baoewv
STHAH 1 STHAH 2 dedopEvY
Miwa eunmdBela  aocdaleiag
Tou  ekpetalelovtol ol
EunaBela Zero-day eruTBéuevol TPV amo TN
oL , .
61abeon I3Ve]d patch
(616pBwong) oto Aoylopikd
TOU GUOTHMOTOG .
Awaxeiplon H Stadikacio TAKTIKAC
B SlopBwoewv (Patch EVNUEPWONG KAl EPAPUOYNG
* | management) Slopbwoewv aodaleiag os
AOYLOULKO KOl CUCTHUOTA.
H xelpaywynon atopwy wote
va anokoAUouv
Kowvwvikn pnxovikn EUTILOTEUTIKEG MANpOdOPiEC
V- f VO EKTEAECOUV EVEPYELEG
Tou B£touv ot Kivéuvo tnv
aodalela.
Avtiotolyiote Tig akdAouBeg Evvoleg tng otNANG 1 pe tn
oTAAn 2. Aikato Stadiktiou 1.5 Aenttd
2THAH 1 2THAH 2
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EniBeon mou otoxevel TNV

GDPR unepdopTwon Twv
SIKTUAKWYV TIOPWV.
DDOS Kavoviopog nepl mpootaociag
Sebopévwy moALtwy tng EE.
, Nopog mepl averuBountng
MNvevpatikn ,
510kl aAAnAoypadiag oto

NAEKTPOVIKO TaxuSpoueio.

N6poc CAN-SPAM

Mpootacio MveupATIKWY
SIKOLWHATWY yLa
dnuoupylec oto Aladiktuo.

oTAAN 2.

Avtilotolyxiote TIg akdAouBec €vvoleg TNG oTAANG 1 e TN

Awayeiplon épywv 1.5 Aemtd
2THAH 1 2THAH 2
KaBoplopog tou  mebiou
K\eiowo scblapuovr]q Tou epyou, twy
oTOXWV Kot Snuioupyla evog
XAapTn £pyou.
9 OlokAnpwon  OAwv  Twv
8pacTNPLOTATWY TOU £pyou
‘Evapén Kol e€aodalion ™mg
olokA\fpwong OAwv  TwvV
TAPASOTEWV.
EKTEAEON TWV €pyaclwy Tou
EktéAeon £pyou oUpdwva LE To OXESLO
£pyou.
. Taktik apakoAolOnon Kot
MapakoAouBnon kot , .
, pétpnon tng amddoong tou
€heyxog .
€pyou.
AvtloTolyiote Tig akdAouBeg £vvoleg TnG otANG 1 pe ™ Epyaotakd
otnhAn 2. :
AN nepuaiov Ka 1.5 Aentd
ETUXELPNUATIKOTNT
STHAH 1 STHAH 2 *
To Swailwpa Twv gpyalopé-
Awalwpa otny vwv va Aapfdavouv ion a-
10 LOOTIUN apoLBn poBn ya on epyacia xwpig
Slakploelc.
Alkatiwpio 5Ty To (SLKOLquOlL Twv gpyalope-
, . VWV va epyalovtal oe mepl-
aodadn epyactakn , L
. BaAhov xwpig kivbuvo yla tnv
meptBariovrikn uyeia kot tnv acddAeLd Tou
otpoodalpa v d &
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Awaiwpa otny
eleuBepia Tou
OUVOIKOALOUOU

To Swailwpa Twv gpyalopé-
VWV VOl CUUETEXOUV GE CUV-
SLKOALOTIKEG OPYAVWOELG KOl
dpaotnplotnteg Ywpic oava-
OTOAEG 1) SLwéeLc.

11

oTtAAN 2.

Avtilotolyiote TIg akdAouBec Evvoleg TNG OTAANG 1 e TN

2THAH 1

2THAH 2

Aodaleta Siktowv

1.5 Aentd

Firewall

‘Evag tUmog emibeong otov

KuBepvoxwpo omnou ol
erutBépevol efamatolv Ta
atopa wote va
amokaAUpouv  evaioBnteg
nmAnpodopieg, OTWG
Slamioteutipla  ouvdeonc,
TIAPLOTAVOVTAC ULa afLOTLoTn
ovtotnTO.

Phishing

‘Eva cVothua achaleiog mou

niapakolouBel mv
KukAodopla tou SikTUoU Yl
Umomnteg  SpactTnPLOTNTEG N
potiBa Kol TIOPAYEL
eldonolnoelg [ avohapBavet
6pacn otav evromilovrtatl
TOAVEG aMELAEG.

Juotnua aviyveuong
eloBoAnc (IDS)

H &wadikaoia petatpomnng
oebopévwv  oe  acdaAn
popdn yw TNV mpootacia
TOUG anod pn
e€ouaolobotnuévn npooPaon,
Staodalilovtag OTL  poOvo
efoualodotnuéva uépn
propolv va
amnokpumrtoypadhoouv Kol
va  OTOKTAooUV TipocfBaon
oTL¢ MAnpodoplieg.

Kpumtoypadnon

Eva ovotnuo  acdadeiog

Baclopévo o AOYLOULKO N
UALKO Ttou TtopatkoAoUBEL Kot
eNEYXEL TNV ELOEPXOUEVN KOl
e€epyopevn KukAodopia
Siktuou UE Baon
TIPOKOOOPLOUEVOUC KAVOVEG
aodaleiag.
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12

oTtAAN 2.

AvtioTolyiote TG akdAouBeg £vvoleg TnG otNANG 1 pe ™

2THAH 1

2THAH 2

Aodaleta Siktowv

1.5 Aemttd

VPN

EAéyEte kalL SLaxelploteite
Vv npoéoPach oto SikTuo,
KaBopilovtag moLoL Xproteg
Il CUOKEUEG ETUTPEMETAL ) O-
TIAYOPEVETAL VAL EXOUV TIPO-
oBaon o0& CUYKEKPLUEVOUG
nopoug.

Blopetplkn
auBevtikomoinon

Aviyveuon kat adaipeon n a-
TIOOVWON KakoBouAou Aoyl-
OLLKOU, OTIWG LOL KOl KOKO-
BouAo AoYLOULKO, Yla TNV
TIPOCTAOLO TWV CUCTNUATWY
oo LOAUVOELG.

NoyLopLkoU antivirus

EmaAnBguon tng TautoTnTag
TWV Xpnotwv Baocet povadt-
KWV GUCIKWV XOPOKTNPLOTL-
KWV N XOPOKTNPLOTIKWY CU-
prnepldopdc, Omwe Saktu-
ALKQ QTTOTUTTIWHLATA R OV~
YVWPLON TTPOCWITOU.

npooBaong (ACL)

Aloteg eAéyxou

Anuoupyia acharolg Kot
Kpuntoypadnuévng cuvoe-
ONG LECW EVOG N agLomL-
otou Slktuou, OTwc to dLadi-
KTUO, YLO TNV TPOOoTAGia TWY
SebopEVWV KATA TN PETA-
boon.

13

oTtAAN 2.

AvtloTolyiote Tig akdAouBeg £vvoleg TnG otANG 1 pe

2THAH 1

2THAH 2

Acddhela SikTLWV

1.5 Aenttd

Avayvwplon
(Reconnaissance)

Meta ™mv ETULTUXNA
eKMETANEUON pLag
EUTABELlOG, O  €AEYKTNG
propetl va eKTEAEOEL
TIPOCOETEG €VEPYELEG, OTWG
KAlLUAKwon  Tpovouilwv A
Slappon dedopévwy, yla va
EKTLUNOEL TOV AVTIKTUTIO MLLOG
napapioonc.
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EkpetaAAeuon
(Exploitation)

Ze auth TN GAon, o eAEYKTAS

OUM\EYEL TAnpodopieg
OXETIKA e TO cUOTNUA N TO
Siktuo-oto)o, OTWCG
SleuBuvoelc  IP, ovopata
TOPEWV Kol O aveég
EUTIABELEC.

V. | Avadopd (Reporting)

Katd tn SldpKela autng g
daong, o €AEYKTNG
npoonoBel va ekpeTaAAeUTEL
TO  EVIOTUOMEVA — TPWTA
onuela yLa vo amokTRoeL pn
efouvolobotnuévn mpooBaocn
1 €Aeyxo oto cUOTNUA-0TOXO.

Meta ™mv
8. | expetdMevon  (Post-
Exploitation)

Jtn ¢adon tng avadopdg, o
EAEYKTAG TEKUNPLWVEL TOL
EUPALLOTA, T TPWTA CNUELD
KOlL TOL CUVIOTWUEVA BrpoTa
OMOKATACTAONG YL VO TQL
TIAPOUCLACEL OTOV TTEAATN 1
TOV OpyOVLOHO.

AvtloTolyiote Tig akOAouBeg £vvoleg TnG otNANG 1 pe ™

AN 2.
oTAAN AcpdAeLa UALKOU 1.5 Aentd
2THAH 1 2THAH 2
o | Tosedrtom || M s et el
* | Module (TPM) Vi KpUTTOVPABLKES ASLToLp
yieg kat draxeiplon KAELOLWV.
14 E€aodahilel otTL HOVO
p. | Herdware Security ctibmoro. Aokt amope
* | Module (HSM) VIOHLKO kTtop
va  ekteAecTEL  KaTd TN
Sadkaotia ekkivnong.
‘Eva otolyeio uAikoU mou arto-
Onkevel KAelOLA KpuUTITOYPA-
Y. | Secure Boot dnong kat mapéxel achain
anoBriKeuon Kol KPUTITOypa-
bLKEG AsLToupyliec.
AvtioTolyiote tig akoAouBeg évvoleg TnG otAANC 1 pe
AN 2.
otnAn AodbdAela UALKOU 1.5 Aenttd
15 2THAH 1 2THAH 2
Blopetpikn Mnyxaviopol aodaleiag mou
a. | rotornolnon XPNOLLOTIOLOUV PUCLKA Xapa-
TautotnTag KTNPLOTIKA, OTWG SOKTUALKA
49
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OTTOTUTIWLOTO 1} COPWOELG
opdLBAnoTpoeldoug, yla tov
€\eyxo TAUTOTNTAG TOU XPN-
otn.

IPppayidec aopareiag
yla apapBiaon
(Tamper-Evident
Seals)

Quowad pétpa  acdalieiag
TIOU OMOKOAUTITOUV TTPOCTIA-
Beleg mapanoinong pe oma-
olpo | aAholwon oppayidwv.

KAelbaplég kaAwdiwy

JUOKEUEG | UNXaVLOUoL Tou
Xpnouomnolouvtal yla tn ¢u-
ol acddAela Tou efomAL-
OLOU UTIOAOYLOTWV YLOL TNV O
TLOTPOTIH KAOTIAG.

AvtloTolyiote Tig akOAouBeg £vvoleg TnG otANG 1 pe ™

oTAAN 2. Acddheta UALKOU 1.5 Aentd
2THAH 1 2THAH 2
MNapakoAouBel Tnv KuKAodo-
plo Tou SiktUoU Kal eMIPAA-
Hardware Network AEL TIOALTIKEG €Aéyyou TIPO-
Firewall oBaong ywa thv mpootaocia
arntd un £fouctodotnuévn
16 nipooBaon Kot eTMBETELG.
JUOKEUN TIoU Ttapayel KwdL-
Intrusion Detection KoUG¢ mpooBaong piag xpnong
System (IDS) yla €Aeyxo tauvtdtntag Svo
TP AYOVTWV.
AvixveUel kal eldomolel yla
Hardware Security mleavs’c napaBL’a OELG oG-
Aelag N mpoomaBeleg un e-
Token . .
fouolobotnuévng mpooPa-
ong oe éva Siktuo 1 cuoTnua.
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3.6 ANAVTNOELG EPWTHCEWV AVILOTOLXLONG

Ep(il;\l:/ I:\GHC Zwotn andvinon
1 1-6, 2-y, 3-a, 4-B
2 1-y, 2-a, 3-B, 4-6
3 1-a, 2-y, 3-6, 4-B
4 1-y, 2-a, 3-B
5 1-B8, 2-a, 3-6, 4-y
6 1-y, 2-§, 3-a, 4-B
7 1-a, 2-B, 3-y
8 1-8, 2-a, 3-6, 4-y
9 1-B, 2-a, 3-y, 4-6
10 1-a, 2-B, 3-y
11 1-B, 2-y, 3-§, 4-a
12 1-6, 2-y, 3-B, 4-a
13 1-§, 2-a, 3-B, 4-y
14 1-B, 2-y, 3-a
15 1-a, 2-B, 3-y
16 1-a, 2-y, 3-B
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4. Npaktikd M£pog Twv EETACEWV

H Evotnta 4 nepllapBavel ta BEpata e€£TACNG TOU TPAKTIKOU LEPOUG TWV EEETACEWY
Motomoinong Kal TLG AMaVIROELS TOUG.

To oUVOAO TWV EPWTHOEWYV TIOU UIopoUV va aglomotnfolv oTo MAALCLO TWV YPATTWY
g€etdoewy motonoinong tng edikotnTag «YmaAnAog Ymootnpleng Iuotnudtwv
KuBepvoaoddalelac» ival mevrvra (50) epwTtroelg MPaKTIKA¢ KatevBuvong KAeLoToU
TUmou

Ek TOu ovwtépw KATtaAOyou OeUdATWV TPAKTIKAC KATeLOuUvVOoNG Twv efeTAOEWV
nuotonoinong twv anogoitwy EMA.Z. Mabnteiag tng A.YM.A. avtloTolxEl OTO MeEvAvTaA
TOLG €KaTO (50%) TG e€eTaotikng Sladikaoiag kat mephappavet déka (10) epwTAOELC.
O efetalopevog amatteital va emAEEEL TN OWOTA 1 T OWOTEG QTMOVTNOEL OO
TIEPLOPLOUEVO APLOUO TIPOTELVOLEVWV ATIAVTIHOEWV.

Ol gpwtnoelg Slakpivovtal oe TOAAATANG €MIAOYNG, oL omoleg Sladopomotlovvtatl
TAUTOXPOVA WG TIPOC TO 160G Kal w¢ pog Tov Baduo duokoAlag.

EPQTHZEIZ KAEIZTOY TYNOY
OMAAA A. NoAAarAng Emloyng

Avépyovtal oe 30 Kol OVTLOTOLXOUV KOTA TPOCEYYLon oto 60% Tou oUVOAOU TwV

EPWTNOEWV.
OMAAA B. Epwtrjoslg Zwotol/AdBoug-Nai/Oxt

Avépyovtal o€ 11 Kol OVTLOTOLXOUV KOTA TPOCEYYLONn oto 25% Tou CUuVOAOU TwV

EPWTNOEWV.

OMAAA T. EpwTiOELg avTioToixlong
Avépxovtal 0€ 9 KOL OVTLOTOLXOUV KOTA TPOoEyylon oto 15% tou ouvolou twv

EPWTNOEWV.

Ta Bépata avrAoUvtal KAl amod TIG TPELC OUASEC EPWTNOEWV KOl ETUAEYOVTOL ME

nAektpovikn kKAjpwon Baocel tou OEK 1/2024/T.B'/51/K6/02.01.2024.
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4.1 Epwtnoeig moAAanAng emtAoyng

MapatiBetol 0 KATAAOYOG TWV €PWTAOEWV TMOAMAMANRG EMAOYAG TIOU UIOpPoUV va
a&lomotnBouv oTo MAALOLO TWV YPANTWVY EEETACEWV TILOTOTOLNONG TNG ELGLKOTNTOG.

A/A
Epwrt.

EPQTHZEIZ

Ma6nolakn
Evotnta

AnautoUpEVOG
XPOVOG anavinong

# YnoBétou e tov mapakdatw kwdika Python:

numl =10
num2 =5

result = numl + num?2
if result > 15:
elif result < 10:

else:
1

KWK,

print("To amotéAeopa eival peyalitepo amno 15.")
print("To amotéAeopa ival pikpotepo amnod 10.")

print("To anotéAeopa eival petafl 10 kat 15.")

TL TN €xeL N HETAPANTA result LETA TNV EKTEAEOH TOU

5

10

15

o< e

20

Baolkég ApXEG
Mpoypappatiopo
U

1.5 Aento

# YroBétou e tov mapakdtw Kwdika Python:

numl =10
num2 =5

result = numl + num?2
if result > 15:

elif result < 10:

print("To amotéAeopa ival peyalitepo amno 15.")

Baolkég ApXEG
Mpoypappatiopo
0

1.5 Aento
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print("To anoté\eopa gival pikpotepo anod 10.")
else:
print("To amotéAeopa eival petaf 10 kat 15.")

Tt Ba epdaviotel otnv 0Bovn av n ouvlrkn
eKMAnpwOel pe Pdaon TNV TR TOU TPONYoUUEVOU
EPWTNUATOG;

To amotéAeopa eivat pkpotepo amno 10.

To amotéAeopa eival peyohutepo amno 15.

To anotéheopa sivot petafy 10 kat 15.

o< ®| g

Kevo unvupa.

Mowg oAyoplBuoc Kpumrtoypadiag  xpnollomoleital
ouvhBwe yla tnv acdaln mepLiynon oto Sladiktuo;

DES (Data Encryption Standard)

RSA (Rivest-Shamir-Adleman)

SSL/TLS (Secure Sockets Layer/Transport Layer Security)

o< g

MDS5 (Message Digest Algorithm 5)

Elcaywyn otnv
Kpuntoypadia

1 Aento

Moo amd Ta TMAPAKATW omoteAel €va amd Ta Packa
XOPAKTNPLOTIKA TWV KPUTITOYPAP LKWV KAELSLWVY;

Elvaw 6npdola yvwotda.

Elvat oAU ammAd KoL euavayvwota.

Mpémnel va eival pakpad Kot ToAUTTAOKA.

o< |® |8

Mpémnel va Slatnpolvtal LUCTIKA KOl val Elvol opKeTA
aodaln

Eloaywyn otnv
Kpuntoypadia

1 Aentto

Moo amdé TOo TmopakAtw eival évo  Tapadslyua
kpuTttoypadikol alyopiBuou mou xpnoLuomnoLeital yla Thv
Wbndraxr vroypadn;

AES (Advanced Encryption Standard)

DES (Data Encryption Standard)

RSA (Rivest-Shamir-Adleman)

o< | g

SHA-256 (Secure Hash Algorithm 256-bit)

Eloaywyn otnv
Kpurnttoypadia

1 Aentto
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‘Evag amootoAéag O€AeL va otelAel £va LUOTIKO PUAVULO OE
£vav TapaAnmIn xpnolponolwviag Snuocta kKAewdid. Mola
oMo TIG MOPAKATW €TAOYEG gival n owotr Sladkaoia yla
va eniteuxBel auto;

O anootoAfag kpuntoypadel To PAVUUA TOU LE TO

a. | SnuooLo KAELSL Tou apaAnTTn Kol OTEAVEL TO
KPUTITOYPOPNUEVO VUL
, ; , ; Elcaywyn otnv ,
O anootoAfag kpuntoypadel To PAVUUA TOU LE TO Kpurtoypadia 1 Aento
B. | WOLWTLKO KAELSL TOU TTOPAANTITN KOl OTEAVEL TO
KPUTTTOYPOPNUEVO UVULA.
O anootoAfag kpuntoypadel To PAVUUA TOU LLE TO
V. | Wuwtikd KAeLSL Tou Kat otéAvel To kpuTttoypadnuevo
MAvVULQL.
5 O amootoA£ag Sev Umopel va XpnoLUomoL oL Snuoaoia
" | KAEWBLA yLa va oTEINEL LUOTIKA VU paTaL.
Moto amod ta mopakdtw ivol mapadelypa Kpumtoypadikol
TIPWTOKOAAOU yLa 0o ar) emikovwvia oto Aladiktuo;
a HTTP Kawvdveg kat
) MpwTtoKoAa 1 Aemeod
B FTP KuBepvoaodaiet
. ac
SSH
5 SMTP
Molo amod Ta MopoKATW £ival éva MPWTOKoAAo achaAolg
ETUKOLVWVIAC HEOW NAEKTPOVLKOU TaxuSpopeiou;
a FTP Kawvoveg kat
) MpwTtOKoAAQ 1 Aerced
B SMTP KuBepvoaodaiet m
. ac
" HTTP
5 Telnet
Moto arod o MOPOKATW gival £va TapAdeLy Lo AELITOUPYLKOU
CUOTHHATOC avolXToU KWSIKA yLa NAEKTPOVLKO UTTOAOYLOTH;
ol. Windows AeLtoupyka
JuoTAMOTA 1 Aemnto
B. macOS YnoAoyLotwv
Linux
5 Android
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Moo amd Ta MoPAKATW €ivol €va cUOTNUO APXELWV TIOU
Xpnollomoleltat  ouvnBwg o€  AELTOUPYLKA OUOTHUATO
turou Unix/Linux;

ol. NTFS A€LToupyLka
10 Zuotiuata 1 Aento
B. FAT32 YroAoylotwv
Y Ext4
6. HFS+
Mola oo TG MAPAKATW £vol EVIOAN TIOU XpnoLUoToLeiTal
oto Linux ywa va &nuoupynoete €vav VEo KatdAoyo
(dakelo);
ol. mkdir AeLToupyLka
11 fold JuoTAMOTA 1.5 Aemnto
B. create folder YrnoAoyLlotwyv
y. | new directory
5 mkfolder
Mow evtoAn xpnoluomoleitat ota Windows yw va
eudavioete tov Kkatdhoyo (dpakeho) e£vog TPEXOVTOG
dakélou;
a. list A&LTOUPYLKAL
12 di Juothpata 1.5 Aento
B. Ir YroAoylotwv
v show folder
5. | display directory
Moto amo ta akoAouBa AEN amoteAei koo dopéa emibBeong
yla TNV acpaAela AoyLopikoU kat Bacewv Sedopuévwy;
a ‘Eyxuon SQL Aodbalela
. AOYLOMLKOU Kot .
1 - — h 1 Aento
3 B Cross-Site Scripting (XSS) Bdoswv
) Aedopévwv
Y EniBeon tunou Denial of service (DDoS)
5. | Secure Sockets Layer (SSL)
Motog tUmog Kpumtoypddnong XpnoLUoToLEitol cuvhBwg a0
yla TV aodaAela Twv Se50UEVWY OE KOTAOTAON NPEULOC O AOC:;TL?K;SQKQL
14 Lo Baon SeSopévwy; BAoEwWY 1 Aento
a. JUMUETPLKN KpuTttoypdadnaon Aedopévwy
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AcUUETPN KPUTITOYpAdNOoN

B.
Kpumtoypddnon
5. Salting
Moo amd ta akolouBa amoteAel MAPASELYUO LOXUPNG
TIOALTIKAG KwSLKOU TtpooBaong;
O KWSLKOC IPOCPOCNG IPETEL VA £XEL LKOG TOUAAXLOTOV 6
a. , Aodalela
XOPOKTHPWV. ,
P , , . . ; AOYLOLKOU KoL ,
15 B Evag kwdkdg MpooBacng MPEMEL va TTEPLEXEL TOUAAXLOTOV B&GEWY 1 Aemtto
" | éva kedpataio ypappa. AeSopévwy
v ‘Evag kwdLko¢ mpooBaong npénel va arlalel kaBe 30
" | NUEpsG.
5 ‘Evag KwbLKOC Tpoopaong MPEMEL va eival Lo ko A&En
| Ae€kov.
Moo amd ta mapakdtw AEN amoteAel kowd pétpo
oaodaleiag yla tnv mpootacia amnod emniBioslc Cross-Site
Scripting (XSS);
a ErukUpwon ewoodou (Input validation) AcddAera
16 * AoylopkoU Kot 1 Aered
B Kwdwormoinon e€66ou (Output encoding) Baogwv
) Aedopévwv
" Awaxeiplon ouvedplag (Session management)
5 Kpumtoypadnon Baong Sedopévwy (Database encryption)
Molog elval o 6pog ywa pla gumabesla acpoaieiag mou
eudaviletal otav pla epapuoyrn Oev EMIKUPWVEL 1 Sev
KoBapilel ocwotd ta OSedopéva €L0060U TOU XPNOTN,
ETUTPEMOVTOG TNV €KTEAEOn KOKOPoOUAwv Oedopévwv
£10060U WG KWOLKA; AcddAeta
17 o | Yepxeihion mpoowpwig uvAKng Noyiapukod kat 1.5 Aemtd
. Baoeswv
B. | Cross-Site Scripting (XSS) Aebopevwy
" EumntaBela IDOR (Insecure Direct Object Reference)
5. | Zero-day exploit
Molog elval o KUPLOG OKOMOG €VOC Teiyoug mpootaciag
edapuoywv otov (WAF) oto mAaiclo tng aodaielag Ao
AoylopwkoU Kat Bacewv SeSouevwy; Ao lc; ?K;L;aml
18 , , , , , vioH 1 Aentd
a. | Na Staodpahioel 1o uotkd UALKO TwV SLOKOULOTWY LOTOU Baocewv
Aedopévwv
B Na npootatelel amno eniBéoslg mou Baoilovtal otov LoTo
" | katva GINTpapeL TNV loepxOpevn kukhodopia (incoming
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traffic filtering)

No rapéxel EAeyxo TAUTOTNTAC YLO TOUG XPHOTEG TTOU £XOUV
npooPBaon o€ epopUoYES LOTOU

Ma tn BeAtiotonoinon tng anmodoong Twv epapUoywv
Lotol

19

Moo éyypado mnepypddel to medio edappoyng, Toug
OTOXOUC Kal Ta MopadoTéa ToU £pYOU, XPNOLUEVOVTAG WG
06nyog kab' 6An tn Slapkela Tou KUKAOU {WwhG Tou £pyou;

Xaptnc €pyou (project charter)

Aldypappa Gantt

Kataypadn kivduvwy

o< |® |8

AvaAuon twv evbladepopévwy pepwv (stakeholder
analysis)

Awaxeiplon Epywv

1 Aemtto

20

Mota peBodoloyia Staxeiplong épywv bivel éudaon otnv
guelilo, TNV MPOCAPUOCTIKOTNTA KaL TN cuvexn BeAtiwon;

Waterfall

Agile

Six Sigma

o< ® g

Prince2

Awaxeipion Epywv

1 Aentto

21

Moto amo ta akdAouba eival pia kowvr) eniBeon aoddaAelag
Siktiou ToOU TEPAAUBAVEL TNV UTOKAOT KAl TNV
Tpomomnoinon TG enkowwviag petatl dUo Pepwy;

Phishing

DDoS

Man-in-the-Middle (MitM)

o< ® |8

SQL Injection

Aodalela
Atowv

1 Aento

22

Moo mpwtokoAMo Kkpumrtoypddnong xpnoLlomoleital
ocuvnbw¢g vy TtV oaoddlela Twv Sedopévwyv TOU
peTadidovtal HEow Tou SLadlkTUou, WBLwG ylo LoTOTOTOUG
(HTTPS);

DES

WEP

SSL/TLS

Aodalela
AwtOwv

1 Aentto
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IPsec

6.
Moo mpwtokoAAo oaodoAeiag xpnolhomoleital yla TN
Snuoupyia aoharolc anopakpuopéVng oUVOeanG o éval
O6lktuo péow evog un aflomotou Oiktvou, OMwE TO
Sladiktuo;
HTTP -
23 a. AAGd)a?\Ela 1 Aenctd
LKTU WV
B. | SSH
y. | SMTP
5 SNMP
Mowa gival pla kown péBodog npootaciag evog acUpUATOU
Sktuou amo pn e€ovalodotnuévn mpocpaon;
a. | ATevepyormoinon tng kpurtoypagnong
24 : Acddea 1 Aemto
B Xprjon WEP AtOwv
v Edappoyn toxupng kpumtoypadpnong WPA/WPA2
5 Ekmopurtr Tou SSID
Moo pétpo aodaleiag pmopel va mpootatelosl amd
eTUOEDELG KATAVEUNEVNG Apvnong ultnpeaoiag (DDoS);
a NOYLOWLKO TpooTaciog amno oug
Aodalela ,
25 B. Zuotnua npoAnyng etofoAwv (IPS) AKTOWY 1 Aenvo
Y OXUPEG TIOALTIKEG KWSLKWV TtpooBaong
5 Meploplopdg Tou pubuoL Kat GIATPpApLOUA TNG
| kukhodopiag
Mota elvat pa ko péBodog miotonoinong xpnotwy o€ éva
Siktuo pe Baon Ta povadikd GUCLKA XapaKTNPLOTIKA TOUG,
OTIWG SOKTUALKA QMOTUTIWHOTA n COPWOELG
opdLBAncTposldolg;
‘EAeyxo¢ Tautotntag e token .
26 . AAGL fﬁ:‘:);a 1 Aento
B. ‘EAeyxo¢ TautoTNTAC TTOAA QA WY Tapayovtwy (MFA)
Y. BLOPETPLKOC EAEYXOC TAUTOTNTAG
5 Miotomoinon tautdtnTag BACEL MLOTOMOLNTLIKOU
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Mota elval N mMPwWTN ypaupl Guuvog Kotd Tou KakoBoulou
AoylopikoU otnv aodpaAela Siktuou;

Juotnua aviyveuonc etofoiwv (IDS)

a. Acddiela ,
27 p p . 1 Aento
B Teixog mpootaciog Atowv
V. NOYLOLLKO TTpooTaciog amno Loug
5. Kpumtoypadnon
Molwo eidog emibeong meplhappavel tv MANUUUPA EVOG
SIKTUOU N €VOC LOTOTOTIOU HE UTEPBOALKO OYKO Kivnong yla
TN SLaKOoTr) TNE KAVOVIKNG Aettoupylag Tou;
a Phishing
* Aoddela ,
. 1
28 B Man-in-the-Middle (MitM) Atowv Aemo
" Distributed Denial of Service (DDoS)
5 SQL Injection
Mowa texvoloyia aoddaleiag Siktiou kpumrtoypadel Ta
bedopéva oTov amoBnNKEUTIKO XWPO LG CUOKEUNG yla val
armotpeéPel ™ un  efouctodotnuévn TnpocBacn o€
TieplmTwon KAOTIAG I amwAELag;
a Teilxog mpootaociog AcddAera
29 . MAnpodoptakwy 1 Aento
B VPN JuoTnudtwy
Y BitLocker
5. DNSSEC
Molo mpwtdkoAAo xpnoluomnoleital cuvibwe ywa aodaln
ETUKOLWVWVIA LEOow NAEKTPOVIKOU Taxudpopeiou;
ol. HTTP Aodbalela
30 NAnpodopLakwv 1 Aento
B. IMAP JuoTtnUATwy
" SMTP
5 POP3
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MapatiBetol 0 KATAAOYOG TWV ATAVTHOEWV OTLG EPWTNOELG TTOAATANG EMAOYAG TIOU
pmopoLVv va aglomotnBolv oTo TMAAICLO TWV YPAMTWY EEETACEWY TILOTOMOLNONG TNG

€L8LKOTNTOG.

A/A
Epwtnong

ZwoTtn andavinon
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4.3 EpwTtoel cwotol — AdBoug

A/A MaOnoaki Amnattoupevo
/ EPQTHZEIZ ,n . a Il :
Epwrt. Evotnta XPOVOG QMAVINoNG
O EAeyxog MpooPacng (Access control) edbapudletal os 3
MepUTTWoelg:  Awktuakry MpdoPaocn, MpoécBacn o
ovotiuata, MpooPaocn ota SeSopéva. Aodddea ,
1 NMAnpodopLakwy 1 Aemto
JuoTNUATWY
Jwotd
AdaBog
O teheotng "==" XpnolomOoLE(TaL YLa TOV EAEYXO LOOTNTOG
HeTaty SUO THWV.
BaolkeG ApXES .
2 T(POYPOUHUATIOLOU 1 hento
Jwoto
NabBog
H aoUupetpn kpuntoypadia xpnoipomnolel to idlo kAeldi
yla TNV Kpumrtoypadnon Kal TNV amoKpumtoypddnon twv
dedopevuwy. Ewoaywyn otnv ,
3 kpurtoypadia 1 Aerto
Jwoto
NaBog
H emniBeon DDoS (Distributed Denial of Service) elvat évag
TUTOC €miBeong Mou OToXeUEL OTNV €EOVAYKOON €VOG Kavoveg kat
4 Siktbou 1 LoToTOMOU  va  yivel TPocBAcluog  omo ﬂpwtéKo?\{\a 1 AeTTto
averuBupuntn kukhodopia. KUBEPVO‘Z‘""Q}‘E“"
Jwotod
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NaBog

To Linux elval dev avolyxtou kwdika kot to Windows Sev
elvoll TPOOTATEUUEVO QTIO TIVEULATIKA SIKALWLOTAL.

NELTOUPYLKA
OUOTAUATO 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | AaBog
Mta Loxupr) TMOALTIKA KwSLKWV pooBaocng anattel and
TOUG XPNOTEG va potpalovtal Toug KwdkoU G IpooBachg
TOUG e Toug ouvadéldoug Toug, waote va Slaohaliletal n Acddaheia
npooBacudTnIa. Aoytopukol kat 1 Aemtod
Baocswv
a. | Twotd Sebopévwy
B. | N&Bog
H agile Siaxeiplon £pywv eival plo mpooéyylon mou Sev
ETUTPEMEL AANAYEG LOALC EEKLVIOEL TO €pYO.
Aayeipion épywv 1 Aemto
a. | Zwoto
B. | Aabog
O éAeyxog toautotntag 6uo  mopayoviwv - (2FA)
nepthappavel Tn xprnon Vo SLaPOoPETIKWV TTAPAYOVTWY
g\éyxou tautotnTag amod Tnv dla katnyopia. )
Acddhela Siktiwy 1 Aemto
a. | Zwoto
B. | N&Bog
210 Linux, n evtoAn "cd" xpnowdomnoleital yla tnv aAiayn
Kataloywv, evw ota Windows, n avtiotolyn evtoAn sivat
"chdir". N€eLTOUPYLKA
OUOTAMATA 1 Aemto
UTIOAOYLOTWV
a. | Zwoto
B. | N&Bog
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H evtoAn "pwd" xpnolwomoleital yia tThv ekTUTWon Tou
Kataloyou gpyaociog T1ooo ota KeAUdn evtoAwv tou Linux

000 Kal ota keAUdN evtoAwv Twv Windows. ’\EWO‘,’PV““& .
10 ouotApaTa 1 Aemto
UTIOAOYLOTWV
Zwoto
NaBog
Yta Windows, n evtoAn "ipconfig" xpnowlomnoteitat ywo tnv
eudavion nminpodoplwyv Stapdpdwong Siktiou, EVw OTo
Linux, n avtiotown evtoAn eival n "ifconfig". Aewroupyika )
11 ouoTApaTA 1 Aemto
UTIOAOYLOTWV
Zwotod
NaBog

4.4 ATLOVTHOELS EPWTOEWV OWOTOU — AdBou¢

Epdl;\t/ r:\ont; Zwotn andvinon
1 Zwoto
2 Zwoto
3 NaBog
4 NaOog
5 NaOog
6 NaOog
7 NaBog
8 NaOog
9 Zwoto
10 NaOog
11 Zwoto
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4.5 EpwTAOELG avTioToixXLlong

A/A MaOnowaki Amnattoupevo
/ EPQTHZEIZ ,n . a Il :
Epwrt. Evotnta XPOVOG QMAVINoNG
AvtloTolyiote Tig akOdAouBeg £vvoleg TnG otNANG 1 pe ™
‘An 2. Acddhela
othAn mAnpodopLaKwV 1.5 Aenttd
CUOTNUATWY
2THAH 1 2THAH 2
E€aodalilel mwe ta
debopéva e Ba umootouv
a. | Eprmoteutikotnta Kapia aAloiwon amo un
e€ouaolodotnuéva dropa n
1 ME 1N avixvel oo Tpomo.
H e€aoddAion nwg ta
Sebopéva bg Ba yivouv
B. | AwaBeouotnTa SlaBéolpa, &g Ba pmopouv
va ta StaBacouv dnAadn, un
e€ouaolobotnuéva dtopa.
E€aodalilel mwe To cuoTnua
Ba uropel va mapéxeL TIg
Y. | Akepatotnta rm\npodopieg Tou, otav Tou
{ntnBouv kat péca ot
oS EeKTA XPOVIKA OplLaL.
AvtioTolyiote Tig akOAouBeg évvoleg TNG otAANC 1 pe
AN 2. : :
otmin BAOWKES ApXEQ . 1.5 Aentd
TIPOYPOUHATIONOU
2THAH 1 2THAH 2
2 Avamnapdotaon cupBoAooel-
ao. | Integer pwV
AmnoBrkeuon akepaiwv aple-
B. | String LGV
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Boolean

AmnoBrkeuon aplOUWV pE U-
modLaoToAN

Float

Avamnapdotaon true-false

oTtAAN 2.

AvtloTolyiote TIg akOAouBeg £vvoleg TnG otNANG 1 pe

BaoLKEG ApXEC

. 1.5 Aenttd
TPOYPOUHUATIOHOU
2THAH 1 2THAH 2
Xpnotuormoleital ya anoda-
If-else OELG TIoU oTnpllovTal o€ ouv-
Brkeg
Xpnotuormoleital yLa emova-
For loop AnLlJr,] KWOLKO TIETIEPOIOUEVEG
dopeg
Xpnoluormoleital yla emova-
Switch-case-default Ann k@Ska 600 toxveL A
ouvonkn
Xpnoluomnoteitat ya tn &n-
pLoupyla moANamAwv ocuvon-
While-do KWV HE pia yevikr ouvOrikn
OTO TENOC
AvtioTolyiote Tig akOAouBeg évvoleg TNG otAANG 1 e
AN 2. '
otnan Eloaywyn oV 1.5 Aentd
kpurttoypadio
2THAH 1 2THAH 2
Kpumtoypadikog , , ,
ahydpIBpIOC Kpuntoypadia pe éva KAELSL
S ULLETPIK MaBnuatikn §La6u<aota yla
KpUTTTOYpobia TNV Kpuntoypadnon Kat
P amnoKpumrtoypdadpnon
AcOppEeToN ﬂapaustpoq’nou
KpUTTOY POl Xpnotuomnoleital otov
P oAyoplBuo
K\l KpUT(T?VpOL(bL(I pe dvo
KAELOLAL
AvtioTolyiote Tig akdAouBeg £vvoleg TnG otAANG 1 pe ™ Kavbvec kat
AN 2. 5
oTtNAN npmeoM'\a 1.5 Aentd
KuBepvoaodalela
STHAH 1 STHAH 2 °
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VPN (Virtual Private
a. | Network)

MpwtdkoAAo aocpaioug
ETUKOWVWVLAG ylo LoTooeA IS

IDS (Intrusion
B. | Detection System)

JUoTnua Tou evrtomilel
ovemLBuunteg eloPoAEg o
€va Siktuo

Texvoloyia mou dnpoupyet

Fi I .. .
Y. rewa aodaln ouvdeon petay
SIKTUWV
5 SSL/TLS ‘Eva eldo¢ dpayng
) npocPaong oe éva Siktuo
Talplaﬁt:é TO KaBEva fmc? T napakgrw xap'aK'rnptouKa VI3 JU—
TO OWOTO AeLToUPYLKO cuatnua, Windows rj Linux. GUOTAaT 1.5 Aemtd
UTIOAOYLOTWV
2THAH 1 2THAH 2
o pr]cn Tou NTF§ ou- Windows
OTNHOTOG apXELWV.
EvtoAég tou kéAudoug
B. (shell C(?mmands) TE- Linux
pAapBavouv tnv &-
vioAn "Is".
To Aettoupyko ou-
Y. | otnpa eivat avorytol
KwSLKaL.
O Internet Explorer i~
6. | val o mpoemiAeyuévog
TEPLNYNTNG LOTOU.
Avtiotolyiote TG akdAouBeg €vvoleg TnG otNANG 1 pe Acdéela
otnAnN 2. AoyLopikol kot 1.5 Aerrd
Baoewv :
Sedopé
STHAH 1 STHAH 2 Ebonevy
‘Evag Tunog eniBeong 6mou
€vaG eEMITIOEUEVOG ELOAYEL
Cross-Site Scripting KakOBoula oevapla o
o. ) . ,
(XSS) edapuoyEG LOTOU Ta omola
0TN CUVEXELO EKTEAOLVTOL
armd GAAOUG XPHOTEG.
) . E > i
EAeyxog TautotnTag va HETPO qod)a)\aa,q rov
. . arnotLtel amd Toug XProTeG va
B. | 6Uo mapayoviwy . .
Tapeyouv duo
(2FA) ) ,
S10bOpETLKOUG TTOPAYOVTEG
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€A€yXOU TAUTOTNTAC YLoL TNV
nipocBaon os éva cuoTnUa 1)
Lo edappoyn.

ErukaAuyn edopé-
vwv (Data masking)

H mpaktikn tng amokpuPng
TWV apXLKWV SedoUEVWY Ue
TPOTIOTIOLNEVO TIEPLEXOEVO
yla tTnv mpootaocia
gvailodntwv

Avtiotolxiote TG akdAouBeg évvoleg TNG oTtAANG 1 pe TN Acddera
oTAAN 2. AOV[G'LJ.[KOU Kol 1.5 Aenté
Baoewv
STHAH 1 STHAH 2 dedopeviy
, , EVTOTILOPOG KOl ATTOKAELOHOG
Yuotnua rtpoAnyng , ,
gloBoAwv (Intrusion g:;igtozc;:;([)\zd)oopl:;é
Prevention System) , Payu
XpOvo.
Kpumtoypadnon twv
6ebopévwy mou
Secure Socket Layer HETQ&,S ovrat uEtaELf ov
(ssL) TPOYPALHOTOG TIEPLAYNONG
£VOC XPNOTN KAl EVOG
Slakoptotn otol yla
oaodaln enkowwvia.
MapakoAouBnon Kot
, , OTTOTPOTIN [N
TE,LXOC T[pOOTO(OILOLq e€oualobotnuévng
Baocswv dedopevwy , .
npooPaong o€ pLa faon
Sebopévwv.
Avtiotolyiote TG akdAouBeg €vvoleg TnG otNANG 1 pe
oTAAN 2. Acdddeia Sitdwy 1.5 Aenta
2THAH 1 2THAH 2
Kak6BouAo AoyLoWLKG TToU
Malware exetlcxe&aots:t VL(')L va Glscet
oe kivbuvo, va BAadeL f va
KAEPEL
o Sebopéva anod évav
Phishing L ,
urtohoyLloth n éva Siktuo.
‘Evag tumog emnibsong
KOLWVWVLKNG KNXOVLKNAG OTIOU
SQL Injection oL emuTIOgpevolL
XPNOLLOTIOLOUY
TIAPATIAQVNTIKA
EunaBela Zero-day HNVULaTo NAEKTPOVIKOU Ta-
xuSpopeiou ) unvopata yla
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va €€QmatroouV T ATOUA W-
ote va

4.6 ATLOVT|OELG EPWTIICEWV OLVTLOTOLXLONG

A/A
Epwtnong

ZwoTtn andavinon

1

1-VI z-al 3'B

1-B, 2-a, 3-8, 4-y

1-a, 2-B, 3-6, 4-y

1-B, 2-a, 3-8, 4-y

1-§, 2-B, 3-a, 4-y

1-a-§, 2-B-y

1'(1, Z'Br 3'V

1-a, Z'B: 3-y

O (0 (N o (L1 |~ (W N

1-a, 2-B, 3-y, 4-6
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